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1 Introduction

The Internet of Vehicles (IoV) is reshaping modern transportation by connecting vehicles, infrastructure, and
pedestrians into a smart network. It builds on the concept of the Internet of Things (IoT), transforming vehicles into
intelligent devices that communicate with each other and their surroundings to improve safety, reduce congestion,
and enhance driving e!ciency [8]. IoV relies on Vehicle-to-Everything (V2X) technology, allowing vehicles to
share real-time data with other road users, infrastructure, and tra!c systems [27, 84]. This interconnected system
boosts decision-making and coordination between vehicles, leading to smarter and more e!cient transportation
[41].

Privacy and security are critical concerns in IoV, given the potential impact on road safety and individuals’
lives. For example, intrusions into IoV could result in vehicles being controlled by hackers, leading to tra!c
accidents. Additionally, IoV raises privacy issues as driving tracks, capturing where and when individuals have
been, may be exposed. Robust security measures are necessary to ensure both the safety of vehicle operations
and the protection of individuals’ privacy. In paving the way for the widespread adoption of the IoV in intelligent
transportation systems, it becomes urgent to proactively address potential cybersecurity risks and vulnerabilities.
This underscores the necessity for this research that aimed at assisting researchers to devise e"ective defense
mechanisms and mitigation strategies to safeguard against these security and privacy challenges.

In this paper, the objective is to conduct a comprehensive survey of the security and privacy issues within
the IoV environment. The overarching goal is to contribute meaningfully to the research #eld of tackling the
unique cybersecurity challenges inherent in IoV. Throughout this survey, our focus is on characterizing the IoV
ecosystem, and further identifying and analyzing urgent security and privacy risks as well as exploring practical
mitigations. Our contributions manifest in a thorough examination of the current state of cybersecurity in IoV,
coupled with the formulation of strategic approaches to fortify the overall security posture. By undertaking this
survey, our aim is to o"er valuable insights and actionable recommendations, ultimately contributing to the
seamless and secure integration of IoV into intelligent transportation systems.

To achieve this objective, we #rst conduct a thorough examination of potential vulnerabilities within the
IoV ecosystem. For example, the connected nature of IoV systems makes them vulnerable to cyberattacks, data
breaches, and potential vehicle takeovers [165]. Protecting the data integrity and privacy of users is essential
to ensure road safety and secure communications across the IoV network [13]. Technologies like Dedicated
Short-Range Communications (DSRC) and 5G New Radio (NR) help provide reliable real-time communication
between vehicles [28]. However, they come with limitations, DSRC struggles in non-line-of-sight conditions,
while 5G still faces challenges like latency and congestion, requiring further security considerations [22].

In the examination of potential vulnerabilities, we #rst scrutinize attack surfaceswithin the vehicle, investigating
elements within the vehicle network that could be exploited to initiate cyber attacks. We further extend this
analysis to outside vehicle attack surfaces, identifying external factors that may pose risks to the security of
vehicular networks. By systematically addressing these attack surfaces, our goal is to provide a comprehensive
understanding of the potential cyber threats facing IoV. This serves as the starting point of our exploration into
fortifying the integrity and resilience of IoV against emerging cyber risks.

We then investigate the countermeasures against IoV attacks. We explored through comprehensive analysis
of defense strategies essential for mitigating cyber threats within the IoV framework. Correspondingly, the
investigation #rst concentrates on protective measures against inside vehicle attacks, addressing diverse attack
techniques and their potential impact on the integral components of IoV. Our investigation further extends to
countermeasures against outside vehicle attacks, o"ering insights into e"ective defenses against various threat
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vectors and their implications for the broader IoV infrastructure. By elucidating robust defense mechanisms, our
aim is to empower stakeholders in the IoV domain with the knowledge and tools needed to reinforce the system
against evolving cyber threats. This investigation plays a pivotal role in our overarching mission to enhance IoV
security, ensuring resilience against emerging cyber challenges.

Besides traditional countermeasures, many advanced security strategies are introduced in IoV recently, such
as the Cooperative Intelligent Transportation Systems (C-ITS) support IoV by providing real-time updates on
tra!c, road conditions, and vehicle status [21]. These systems, using technologies like DSRC and 5G, improve
communication between vehicles and infrastructure, making transportation safer and more e!cient [43, 84, 165].
Additionally, AI-based solutions are being used in IoV systems to boost security [27, 40, 84]. Machine learning-
powered Intrusion Detection Systems (IDS) can detect unusual behavior in vehicles, o"ering strong protection
against cyber attacks [140, 170]. Blockchain technology is also being explored to enhance the security of IoV
systems by ensuring data trust and integrity [10]. Despite these advancements, challenges remain, particularly
in scaling IoV for large networks. managing data transmission, ensuring real-time responses, and maintaining
security are key issues as the number of connected vehicles grows [122]. Potential solutions like edge computing
are being explored to address these challenges [18]. Researchers are also looking at hybrid approaches that
combine AI, blockchain, and cloud-based systems to create secure, scalable IoV networks [109].

After these emerging IoV attacks and defenses, we embark on an insightful exploration of proactive security
measures designed to strengthen the IoV environment. Our analysis encompasses crucial solutions [14, 22],
including a nuanced understanding of the threat model, the implementation of intrusion detection systems, the
adoption of secure routing protocols, the establishment of e"ective key management practices, the cultivation of
robust trust management, and the enhancement of authentication mechanisms. This strategic overview aims to
furnish a comprehensive guide for fortifying IoV security, addressing potential vulnerabilities, and cultivating a
resilient system architecture. Serving as a road-map for researchers navigating the dynamic IoV systems, this
content underscores the importance of a proactive and multifaceted approach to security.

The remainder of this paper is organized as follows. In Section 2, we navigate through related work, taking
stock of ongoing research e"orts and pinpointing practical gaps in our current understanding. Section 3 provides
a hands-on exploration of the components and architecture of IoV, shedding light on the tangible structures
that facilitate seamless communication. The subsequent Section 4 maps out the attack surfaces in IoV, zooming
in on practical vulnerabilities that can compromise the system’s integrity. In Section 5 and Section 6, we delve
into countermeasure solutions to defend against IoV attacks and proactive security strategies to improve the
security of IoV respectively, aiming to equip practitioners with actionable measures to fortify this interconnected
automotive ecosystem. Finally, we conclude this paper in Section 8.

2 Related Work

In this section, we present the related work. Numerous surveys and reviews have been conducted in the #eld of
IoV. It is worth noting that during our investigation, we found that some papers are not pure surveys, but contain
sections that provide comprehensive reviews of certain components in IoV. These review studies have also been
included in the related work to provide a more comprehensive overview.

2.1 Existing Work

In [116], the authors provided an in-depth review of IoV, covering key technologies, challenges, solutions, and
network models. They also discussed security, privacy, and standardization challenges in IoV systems. VANETs

ACM Trans. Sensor Netw., Vol. 1, No. 1, Article 1. Publication date: December 2025.



1:4 • Rakesh Das, Lang Zhou, Shengping Bi, Tao Wang, and Tao Hou

(Vehicular Ad-Hoc Networks) play a crucial role in intelligent transportation systems, and in [159], three major
areas of VANET research are discussed. This work focused on safety applications, the integration of technologies
like Reinforcement Learning (RL), Graph Neural Networks (GNNs), and 5G. They also outlined the limitations in
terms of security, reliability, and intelligence.

With the growing integration of Connected and Autonomous Vehicles (CAVs’) into the internet, cyber attacks
have become a signi#cant concern. The work in [136] o"ered a comprehensive review of the challenges and
solutions related to CAVs’ cybersecurity. The authors categorized cyber threats into two groups: Vehicle-to-Vehicle
(V2V) or Vehicle-to-Infrastructure (V2I) communication attacks and attacks targeting the in-vehicle system. They
also proposed solutions in four key areas: secure communication, secure hardware and software, intrusion
detection and prevention, and security management. Similarly, in [137], the authors provided a classi#cation of
various attacks on IoV, grouping them into #ve categories: authentication, availability, secrecy, routing, and data
authenticity. They further discussed countermeasures, including intrusion detection systems, honeypots, threat
modeling, and key management.

Electric vehicles (EVs) face unique security challenges as communication technologies are integrated into them.
In their research [45], the authors highlighted the potential security threats in EVs, particularly those related to
data sharing between EVs and vendors. They explored how information like battery health, temperature, and
position is sent to the vendor’s servers, which could then be merged with external data like road conditions,
tra!c, and weather to create a comprehensive energy consumption map for the vehicle.

To enhance the sensing and control capabilities of dynamic tra!c management systems, [60] investigated
various IoV network architectures. They emphasized the rapid growth of C-V2X (Cellular Vehicle-to-Everything)
and 5G/B5G technologies, suggesting that these advancements could provide improved data throughput, reduced
latency, and higher security. The study also explored the emerging applications of IoV, classifying them into two
main categories: safety and service-based applications.

In terms of IoV routing protocols, [3] reviewed the use of Software-De#ned Networks (SDN). They compared
traditional network architectures with SDN-based routing, and proposed new criteria such as network architecture
and security. This work o"ered valuable insights into the development of routing algorithms, taking into account
the availability of data communication, con#dentiality, authentication, and availability. Further studies on
authentication mechanisms and security challenges were addressed by [129], where the authors explored how
new vehicles and base stations in IoV networks can be authenticated using public key infrastructure cryptography.
This ensures that secure communication is maintained within the network.

As VANETs evolve into IoV, the reasons for this transition and the comparison of existing architectures were
discussed in [32]. The authors provided a comprehensive review of VANET components, communication methods,
and applications, highlighting the technological shift. Similarly, [38] examined IoV implementation in urban
settings, discussing the limitations of current technology and proposing solutions for the future.

2.2 Di!erences Between Existing Work and This Study

From these above discussions, we can observed that these existing surveys and reviews usually focus on speci#c
aspects of IoV. For example, [116] o"ered an overview of IoV technologies, challenges, and network models but
did not provide an in-depth discussion on speci#c modern threats or solutions. Similarly, in [159], the focus
was on VANETs and the integration of reinforcement learning and 5G technology, but the broader security
challenges in IoV systems were not thoroughly addressed. The study [136] focused on threats to both V2V and
V2I communication as well as in-vehicle systems, but it did not explore newer security challenges posed by
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advancements in AI and 5G. On the other hand, [137] categorized cyber attacks into #ve types and proposed
defenses, but the study mainly covered traditional threats and did not delve into modern security solutions like
AI or blockchain technologies. In [45], the authors discussed the security challenges faced by electric vehicles,
particularly those involving data sharing with vendors. However, they did not address the broader challenges IoV
faces when connecting to various infrastructures.

In another study, [60] discussed IoV network architectures, focusing on the potential of 5G and C-V2X
technologies. While they emphasized the need for secure communication, they did not fully address the cyber
risks these architectures might face or how to protect against them. Wireless communication technologies such
as DSRC and C-V2X were reviewed in [22], where the authors analyzed their limitations, particularly in terms
of latency and reliability. However, they did not thoroughly address the security risks associated with wireless
communication in IoV. The transition from VANETs to IoV was explored by [32], who discussed the evolution
of communication systems but did not focus much on the security challenges that come with it. In contrast,
[5] provided a detailed review of misbehavior detection in Cooperative Intelligent Transport Systems (C-ITS).
They developed a taxonomy and discussed the mechanisms for misbehavior detection, but their study lacked
real-world validation, particularly in scaling up to complex tra!c environments.

Other works have explored new technologies for securing IoV. For instance, [10] examined how blockchain
and AI could be used to enhance security in IoV. However, the technology is still developing, and challenges
such as scalability and performance remain unresolved. The work [117] focused on AI-based intrusion detection
systems (IDSs) in in-vehicle networks, especially those using the CAN bus. They reviewed 102 AI proposals and
categorized them by attacks and CAN data features, highlighting the strengths and limitations of unsupervised
learning methods like OCSVM and autoencoders. While these models performed well in detecting both known
and unknown attacks, they face challenges such as resource demands and detection accuracy.

While these studies provide valuable insights into the Internet of Vehicles (IoV) and connected vehicle systems,
many fall short of addressing comprehensive security solutions, particularly as emerging technologies like AI,
blockchain, and 5G become more prevalent. Early research primarily focused on traditional security concerns,
such as authentication, key management, and intrusion detection, without fully exploring advanced modern
techniques. Recent studies have shifted focus towards these emerging technologies, emphasizing their potential
in enhancing IoV security. However, challenges related to real-world application, scalability, and the integration
of these technologies into existing frameworks are often overlooked or insu!ciently addressed.

This research aims to bridge these gaps by o"ering an in-depth analysis of IoV security, speci#cally targeting
attack surfaces, challenges, and potential mitigation strategies. The study intends to go beyond traditional
concerns, examining how modern technologies can provide more robust protection mechanisms against evolving
threats. Compared to other papers that tend to emphasize on particular topics of IoV security, this work provides a
general picture of the potential threats in inside-vehicle and outside-vehicle environments, giving a comprehensive
view of the IoV security scenario. At its foundation is the systematic categorization of attack surfaces, which
not only distinguishes internal subsystems (e.g., Electronic Control Units, in-vehicle communications) from
external interfaces (e.g., vehicle-to-everything networks, cloud services), but also enables a more targeted risk
mitigation. Besides, this work also examines cutting-edge defense methods like AI-powered intrusion detection,
blockchain-powered trust management, and 5G-centric secure routing to highlight the pivotal role that upcoming
technologies take in countering evolving IoV threats. Yet another groundbreaking aspect is that it addresses
scalability and feasibility deployment challenges by recognizing disparities in regulatory regimes, diverse vehicle
technologies, and regional infrastructures, thereby closing crucial gaps most typically overlooked in prior research.
Collectively, these contributions not only add to the academic discourse but also o"er constructive suggestions for
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researchers, business professionals, and policymakers to develop e"ective and future-resilient security measures
in intelligent transportation systems.

3 IoV Architecture and Components

The ecosystem of IoV is complex and it is integrated with various components with an aim to improve vehicle
connectivity and enhance the transportation system. In this section, we #rst introduce the general IoV architecture
and then discuss the major components in IoV.

3.1 The General Architecture of IoV

The Internet of Vehicles (IoV) involves a complex structure made up of various technologies and components.
Typically, a layered approach is used to represent this system. The standard IoV architecture is composed of #ve
layers: Processing, Application, Communication, Data Acquisition, and Perception layers [32]. As illustrated
in Figure 1, these layers work in unison to facilitate data collection, processing, and communication between
connected vehicles and surrounding infrastructure, ensuring smooth operations within the IoV environment.

Perception Layer

RFID Sensor Camera Vehicle

Data Acquisition Layer

Inter-vehicle Intra-vehicle Inter-element

Communication Layer

Cellular DSRC Wi-Fi

Application Layer

Traffic 
Monitoring

Traffic 
Guidance

Vehicular 
Dynamics

Processing Layer

Public Cloud Private Cloud Enterprise 
Cloud

Fig. 1. The General Architecture of IoV

Beyond this standard #ve-layer structure, researchers have suggested other architectures that address the
growing demands of IoV systems. One example [62] breaks down the system into #ve layers: Perception,
Coordination, Arti#cial Intelligence, Application, and Business layers. The Perception Layer collects data from
vehicle sensors and the environment, while the Coordination Layer ensures communication across various
networks like WAVE, Wi-Fi, and LTE. The AI Layer processes this data using technologies like Vehicular Cloud
Computing (VCC) and Big Data Analysis (BDA) to support decision-making. The Application Layer provides
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services for tra!c safety and entertainment, and the Business Layer oversees resource management, investment
strategies, and pricing models for these applications.

Another seven-layer model expands on this idea [23] , adding specialized layers for User Vehicle Interface,
Data Filtering and Pre-processing, and Security Management. This model enhances data management, optimizes
network performance, and strengthens security. The User Vehicle Interface Layer focuses on interacting with
drivers, the Data Filtering and Pre-processing Layer minimizes unnecessary data transfers, and the Security Layer
ensures data protection and system integrity across all layers, addressing cybersecurity issues within the IoV
framework.

These models highlight how IoV integrates a range of technologies to build an e!cient and secure vehicle
network. While the basic #ve-layer model gives a broad understanding, more complex architectures add layers to
handle speci#c functions and improve security.

3.2 The Major Components in IoV

IoV systems typically adhere to the aforementioned #ve-layer architecture, with each layer comprising various
components. We categorize the major components into the following #ve categories.

Systems and Onboard Sensors: The primary components of IoV are vehicles. Vehicles are equipped with a
wide range of sensors, onboard components, and communication devices. Sensors in IoV are vital for collecting
and processing data which enables vehicles to take real-time decisions, communication and gather information.
Key onboard sensors in IoV include Light Detection and Ranging (LiDAR), Global Positioning System (GPS), Radar,
Cameras, Ultrasonic sensors, Odometers, Gas and Environment Sensors, Wheel Speed Sensors, Microphones,
Ultrasonic Sensors, Inertial Measurement Unit (IMU) etc.

Communication Networks and Technologies: As shown in Figure 2, to communicate with di"erent entities
of IoV environment, IoV relies on wireless communication techniques, including 4G, 5G and dedicated short-range
communication (DSRC) systems etc. Enabled by these communication technologies, the vehicles can communicate
with other entities.These communications include Vehicle-to-Roadside Units (V2R), , Vehicle-to-Vehicle (V2V),
Vehicle-to-Infrastructure (V2I), Vehicle-to-Personal devices (V2P) and Vehicle-to-Sensors (V2S).

IoV Gateway and Cloud Services: IoV gateway acts as an intermediary for data transmission in between
onboard sensors and the external communication networks. It prepossesses data and ensures secure transmission
to the cloud or other vehicles. The cloud platforms store and process data generated by IoV components, data
analytics, and support for over-the-air updates.

Applications: Numerous applications are involved in the IoV system. Navigation and mapping services pro-
vides real-time navigation, tra!c information, location based services, and route information. To monitor drivers
behavior, operation optimization, and reduced fuel consumption is o"ered by telematics and $eet management.
Application of autonomous driving system is also part of IoV.

User Interfaces: In order to ensure user friendly experience voice-activated assistance, touch screen, remote
control of the vehicle, and information of access through smart devices are o"ered by smart vehicles.

4 A"ack Surfaces in IoV

Security issues in IoV can have serious e"ects to the lives of the users. If any intrude-able components of the
IoV gets compromised it can cause serious tra!c hazard as intruder will get direct control of the system. Before
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Fig. 2. Wireless Communication Technologies of IoV.

going through the security protections in IoV, it is important to #rst know the attack surfaces that attackers can
exploit and cause damage to the IoV system. The attack surfaces can be categorized in two parts i) Inside-vehicle
attack surfaces and ii) Outside-vehicle attack surfaces. A short summary of the attack surfaces and their potential
threats are enlisted in Table 1.

Table 1. Categorization of A"ack Surfaces in IoV

Category Attack Surface Description and Potential Threats

Inside Vehicle

Electronic Control Units
(ECUs)

Prone to attacks like bu"er over$ow; can disrupt engine function and
transmission reliability.

In-Vehicle
Communication

Vulnerable to unauthorized access and tampering, especially in systems
like CAN and LIN.

Diagnostic Ports Direct access via OBD-II ports can compromise vehicle control systems,
a signi#cant security risk.

Sensory and Imaging
Devices

Misuse of sensors and cameras can lead to incorrect data readings and
vehicle malfunctions.

Cabin Wireless Interfaces Susceptible to attacks such as eavesdropping and malware due to vul-
nerabilities in WiFi and Bluetooth connections.

Navigational Systems GPS systems can be spoofed, leading to incorrect positioning and navi-
gation errors.

Software Updates OTA updates can be intercepted, leading to the installation of malicious
software.

Outside Vehicle

Mobile Integration Apps and smartphones linked to vehicles can be exploited for data
breaches and unauthorized control.

Cloud Computing Services Cloud-based vehicle data can be accessed unlawfully due to inadequate
security in shared computing environments.

Charging Systems Charging infrastructure vulnerabilities can lead to network breaches
and electrical hazards.

Vehicle-to-Everything
(V2X)

Communication protocols like DSRC and cellular networks used in V2X
are prone to various cybersecurity attacks.
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The analysis of IoV security challenges was conducted through a systematic review of academic literature,
focusing on recent advancements in the #eld. Sources were selected based on their relevance to critical areas
like cybersecurity threats, vehicular communication, and mitigation strategies. The primary selection criteria
included the publication’s recency, focus on technologies like 5G, AI, and blockchain, and its applicability to IoV
scenarios. Studies o"ering both theoretical insights and practical implementations were prioritized to ensure a
comprehensive and well-rounded understanding of IoV security.

4.1 Inside Vehicle A"ack Surfaces

IoV includes multiple inside components as shown in Figure 3, and these components could be exploited to
launch attacks if there are any vulnerabilities. Speci#cally, we organize these potential attack surfaces related
to inside IoV components as seven categories: (1) Electronic Control Units (ECUs); (2) In-vehicle Networks; (3)
On-Board Diagnostics (OBD); (4) Sensors and Cameras; (5) In-cabin Wireless Connectivity; (6) Navigation; and (7)
OTA Update. The seven attack surface categories in IoV are based on their speci#c functions and vulnerabilities
within the vehicle system. ECUs control key functions like engine and braking, and if compromised, can a"ect
other systems. In-Vehicle Networks enable communication between ECUs, and attacks here can disrupt vehicle
operations. OBD o"ers access to the system, making it a potential target for cyberattacks. Sensors and Cameras
are essential for autonomous driving and safety, making them vulnerable to data manipulation. In-Cabin Wireless
Connectivity (like Bluetooth and WiFi) connects vehicles to external devices, posing risks of data interception.
Navigation Systems like GPS can be spoofed to mislead vehicle routes. Lastly, OTA Updates are necessary for
software updates but can be tampered with during transmission. Each category highlights speci#c risks and
helps guide defense strategies.

TMPS

Lightning 
System ECU

Breaking and 
Steering ECUOBD II

ADAS 
System ECU

Remote Key

DSRC-based 
Receiver (V2X)

Passive Keyless 
entry

Cellular

Vehicle Access 
ECU

Remote Link Type 
App

Airbag ECU
USB

Bluetooth

Engine and 
Transmission ECU

Fig. 3. In-Vehicle a"ack surfaces of IoV

4.1.1 Electronic Control Units (ECUs). Electronic Control Units (ECUs) are key components in managing various
vehicle operations. Rather than being just one unit, ECUs are spread across di"erent systems, each controlling
critical functions like engine performance, braking, infotainment, and Advanced Driver Assistance Systems
(ADAS). Because of their varied functions, ECUs create a broad attack surface across multiple systems, making
them attractive targets for cyber attacks. A breach in one ECU can lead to disruptions in other connected systems,
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which depend on accurate data from ECUs to work properly. As such, ECUs should be viewed not as a single
vulnerable point but as a network of interlinked systems that, if compromised, could lead to signi#cant safety risks.
ECUs are embedded systems that consist of software and hardware components to ensure operation of vehicle
functions. It is connected through di"erent protocols such as FlexRay, Controlled Area Network (CAN), Media
Oriented System Transport (MOST), and Local Interconnect Network (LIN) [57]. Smart vehicles comprises of
multiple ECUs. Each ECU has responsibility of controlling speci#c functionality in the vehicle[34]. For managing
engine’s performance, including injection of fuel, ignition timing, and emission control the Engine Control Unit
(ECU) is responsible. The Transmission Control Unit (TCU) regulates the transmission of the vehicle to ensure
optimal performance with smooth gear shifting.

Any compromise to these ECUs can lead to engine malfunction, transmission issues or even disabling of
the vehicle. ECUs comprises with low memory capacity. It is vulnerable to error prone codes. Attacks like
bu"er over$ow and manipulation of software [86] can be implemented e"ectively to deter ECU communication.
Adaptive cruise control, collision avoidance, and lane control assistance is provided by Advance Driver Assistance
System (ADAS). Data related to the vehicles diagnostics and location are collected by the Telematics Control Unit
(TCU). Security breaches if these control unit leads to safety malfunction and control manipulation. There are
also Break Control Module (BCM) that is in charge of vehicle’s breaking system including Anti-lock Braking
System (ABS), and Airbag Control Module (ACM) which deploys airbags during collision.

4.1.2 In-vehicle Networks. In-vehicle networks connect the di"erent components inside a vehicle, such as ECUs,
sensors, and actuators, allowing them to communicate and manage systems like engine control, brakes, and
entertainment. These networks are essential for real-time data sharing, ensuring that all parts of the vehicle
work together e!ciently and safely. As vehicles become more advanced and connected, these networks must
handle more data while remaining secure. With the rise of cyber-threats, protecting these networks from attacks
is crucial for maintaining the safety and reliability of modern vehicles.

Di"erent ECUs can communicate with each other using Controlled Area Network (CAN) in vehicles. CAN is
used for high speed communication of di"erent subsystems of ECUs [31]. Sub-systems like window monitor and
seats use Local Interconnect Network (LIN) [29]. LIN is usually used in less critical components of the vehicles
such as mirror or window lift. By using checksum parity bits, LIN identi#es the interconnect messages in the
vehicle network [156]. There is also In-Vehicle Infotainment (IVI), subsystem that enable vehicle to control features
like car radio, Bluetooth, navigation system etc.[171]. Both CAN and LIN can become vulnerable to manipulation
which will allow unauthorized control of critical vehicle function. CAN, despite its reliability, lacks built-in
security measures, making it vulnerable to attacks such as message manipulation and denial-of-service (DoS).
LIN, while serving non-critical systems, can still be exploited for malicious purposes. For faster transmission pace
FlexRay is used in vehicles. Through two parallel channels it can transmit asynchronous and synchronous data
[135]. Media Oriented System Transport (MOST) is a rapid network known for supporting both asynchronous
and synchronous data transmissions. Due to its resilience against electromagnetic interference, it is commonly
utilized for communication within the infotainment system among nodes [169]. The interconnected nature of
in-vehicle networks means that compromising one component, like the ECU, could disrupt the entire vehicle’s
operation. The in-vehicle network components and related functions are shown in Figure 4.

4.1.3 On-Board Diagnostics. In order to keep track of messages, the On-Board Diagnostics (OBD-II) is used by
vehicles to access in-vehicle network system. Through the OBD-II port, direct access can be gained of the CAN
bus. Thus, it can provide an attack vector with the opportunity to compromise the entire automotive system
as shown in Figure 5. To interact with vehicles, third parties develop software are embedded into devices such
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Fig. 4. In-vehicle Network Components of IoV

as dongles. Thus making it as targets for cyber attacks. WiFi enabled OBD-II can be used to gain unauthorized
access in vehicular network and tamper various ECUs [74] [71].

Fig. 5. A"ack Model Through OBD-II

InWiFi enabled OBD-II dongles there are #ve general vulnerabilities that can cause remote attacks [154]. Firstly,
vulnerabilities associated with wireless OBD-II dongles is the lack of connection-level authentication allows
unauthorized access, enabling attackers to establish a connection without proper authentication. Secondly, the
multiple device access vulnerability permits malicious connections even when the dongle is linked to the vehicle
owner’s mobile device, increasing the potential for $exible attacks. The third vulnerability, lack of application-level
authentication , exposes the victim vehicle to various threats, such as data leakage, property theft, vehicle control
interference, and in-vehicle network in#ltration, once a connection is established. The fourth vulnerability relates
to vehicle-related data leakage, enabling attackers to read private data from the OBD-II dongle, compromising
user privacy and facilitating further attacks. Lastly, the #fth vulnerability involves location leakage, allowing
attackers to obtain the vehicle identi#cation number (VIN) and locate the target vehicle, providing a foundation
for additional malicious actions.
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4.1.4 Sensors and Cameras. Vehicles in IoV usually are equipped with di"erent sensors to to capture various
information from the environment, drivers and other vehicles. These sensors can enable a smart vehicle to operate
e!ciently and monitor it’s status. For entries with remote key, RFID car keys are used rapidly in intelligent
vehicles. To measure the angular velocity of wheels or gear, magnetic encoders are used [130]. Tire pressure
monitoring sensors (TMPS) are used in vehicles tire to monitor the pressure [120] These components of vehicles
are highly targeted by attackers to gain access and exploit vehicular system. In most cases, sensor attacks
utilizes the same physical channel as the targeted sensor [162]. Attacks against sensors may lead to false reading,
malfunctions and physical damage of the vehicles.

As illustrated in Figure 6, IoV vehicles also use devices like LiDAR, cameras, obstacle detectors, and radars to
facilitate Advanced Driver Assistance Systems (ADAS) and autonomous driving. Among them, LiDAR produces
3D representation of environment surrounding the vehicles [166]. LiDAR detects object by emitting laser pulses
at di"erent horizontal and vertical angels and generating a point cloud. LiDAR system mainly relies on deep
neural network (DNN). LiDAR is vulnerable to adversarial attacks. Arbitrary objects having re$ective surfaces
can be placed and fool the perception system of LiDAR [176].

Sensing Technologies

Positioning Technologies

Vision Technologies

• Ultrasonic Ranging Devices
• Millimeter Wave Radar
• Infrared Ranging
• LiDAR
• VLC

• Obstacle Detection
• Cruise Control
• GPS
• Radar Speedometers

• CCTV
• HD Cameras
• Stereo Vision System

Fig. 6. Equipped Technologies and Sensors

In order to identifying its surroundings, vehicles may use cameras. Cameras capture visual data, assisting in
object detection and lane-keeping. They also enable vehicles to see objects during dark, assist while parking and
avoid collisions [102]. GPS/GNSS provides precise location data to assist with navigation. Ultrasonic sensors,
typically used in parking assistance, detect nearby objects at short distances. Meanwhile, radar measures the
nearby object distance by emitting electromagnetic signals. Adaptive Cruise Control (ACC) uses long range radars
and Lane Change Assistance (LCA) uses mid-range radars [33]. Spoo#ng attacks can manipulate these device
data and mislead vehicular control and camera obstruction attacks can disrupt ADAS and autonomous driving.
Each of these sensors plays a unique role in ADAS and autonomous driving, and their speci#c vulnerabilities
must be understood to ensure comprehensive vehicle security.

4.1.5 In-cabin Wireless Connectivity. In-cabin wireless communication technologies, like WiFi, Bluetooth, and
Ultra-Wideband (UWB), are commonly used to connect smartphones with vehicle systems, such as telematics and
infotainment. Bluetooth, often used for pairing devices, is vulnerable to attacks like Bluejacking and Bluesnar#ng
[105, 106], which can compromise user data. UWB, gaining popularity for secure keyless entry systems due to
its precise location tracking, is also at risk of relay attacks, where attackers can extend the signal to unlock or
start the vehicle remotely. WiFi networks in vehicles are prone to attacks, where fake hotspots can be set up to
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redirect tra!c or inject malware. A notable example of this occurred in the Tesla Model S, where a weak WiFi
password was stored in plain text, allowing for security breaches [152]. These vulnerabilities can compromise
vehicle security and passenger safety, making them a signi#cant risk.

4.1.6 Navigation. Navigation for vehicles plays crucial role to ensure safety and smooth operation. Global Posi-
tioning System (GPS) is widely used in smart vehicles. Through navigation messages, GPS satellites communicates
with on-ground receivers. Using the transmission and arrival time of message’s, receiver determines their location.
GPS architecture is open standard and transparent, which makes it vulnerable to attacks [100].

4.1.7 OTA Update. The Over-The-Air (OTA) update allows vehicle manufacturers to distribute maintenance
updates through the vehicles lifespan [53]. In order to keep the software inside vehicle operational and running,
periodical OTA updates are executed. Updates for various ECUs are done using OTA technique. Such updates
are vulnerable to malicious update and hacking. Most of the automotive industries are adopting Firmware Over-
The-Air (FOTA) updates [25]. FOTA implies communication through wireless medium. Most of the attacks occur
while software update is being transferred from the manufacturer site and before reaching the gateway [25]. OTA
facilitates integration with Original Equipment Manufacturers (OEMs) [158]. OEMs includes Bill of Materials
(BOM), Telematics Service Provider (TSP), Public Key Infrastructure (PKI) etc. Vehicle system can be categorized
into three components: the main controller, Human-Machine Interface (HMI), and upgrade controller. The main
controller looks over entire upgrade process and management of vehicles secure communication with cloud
server. It ensures and initiates the upgrade process based on the current condition. Moreover, dashboards and
other interfaces encompasses HMI. False information can be manipulated to HMI potentially causing confusion
and accidents.

The diverse array of defense strategies designed for internal vehicle IoV systems showcases tailored solutions to
mitigate various cyber threats, each with distinct advantages and potential limitations. The dual-layer signature-
based scheme o"ers robust protection against DoS attacks but struggles with insider threats under high data
in$ux, pointing to a need for enhanced internal security measures. Similarly, the Puzzle-based Co-Authentication
excels in security and operational e!ciency but may falter under intense attack conditions due to its reliance on
puzzle value calculations. The P-secure method proactively identi#es potential DoS attacks e"ectively, though its
#xed thresholds might limit adaptability in dynamic network environments. While these strategies are engineered
for speci#c security challenges in IoV, their e"ectiveness can vary across di"erent network architectures and
real-world conditions. This underscores the necessity for ongoing optimization to enhance adaptability, reduce
computational demands, and extend threat detection capabilities. Advancing these defense mechanisms will
ensure they remain e"ective against both current and emerging cyber threats within the IoV ecosystem.

4.2 Outside Vehicle A"ack Surfaces

In IoV, the external interfaces of vehicles are evolved into a complex network of interconnected elements essential
for contemporary automotive systems. As shown in Figure 7, this comprises of various components crucial to
the functionality of modern automobiles. Ranging from the seamless incorporation of mobile applications and
smartphone connectivity to the integration of cloud services, the development of robust charging infrastructure
and the emerging technique of vehicle-to-everything (V2X) communication, each aspect contributes uniquely to
the intricate framework of IoV. However, alongside their bene#ts, these elements also pose distinct cybersecurity
challenges. Understanding and tackling these challenges becomes crucial as we maneuver through the intersection
of technological advancement and IoV security, safeguarding the robustness and trustworthiness of forthcoming
IoV systems amidst a progressively interconnected world.
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Fig. 7. A"ack Surfaces Outside of the Vehicle

4.2.1 Mobile Apps and Smartphone Integration. For facilitating features like remote vehicle control, real-time
vehicle status monitoring, and navigation, IoV system often integrated with mobile apps and smartphones.
Vehicles are equipped with infotainment systems identical to tablets and smartphones. Many third-party apps are
integrated in these infotainment systems. Android apps allows attacker to hack the vehicles using repackaging
vulnerability [77]. Through the overlapping attack, attacker can intercept vehicle app launch and gain the login
credentials of the users. Attackers can compromise vehicle security targeting insecure mobile app connection
and APIs through attacks like Mobile App Spoo#ng and API Abuse.

4.2.2 Cloud Services. Cloud services play a crucial role in various aspects such as data storage and data analytics.
Vehicular Cloud Computing (VCC) enables the autonomous sharing of on-board resources among vehicles and
Roadside Units (RSUs). Vehicles can dynamically join and leave the cloud at any given time. VCC manages service
requirements, resource limitations, on-board computing, and communication. Security is a concern for VCC,
given that both attackers and users have access to the same infrastructure. Due to the reliance on shared resource
aggregation, attackers may exploit vulnerabilities in the system to access con#dential information. Attacker
can store malicious information also by masquerading and acting as a legitimate cloud node [89]. Potential
unauthorized access and and exposure to vehicle data can be leaked due to weakness such as Data Breaches and
Cloud Account Hijacking from these cloud services.

4.2.3 Charging Infrastructure. Vehicles in IoV system are dependent on changing infrastructure which includes
charging station and network. Charging stations are electronic devices that are installed in parking areas,
customers premises, power stations etc. The rising number of amount and type of data handled by charging
infrastructures are growing concern for both consumers and grids. Diversity of network technologies and
communication protocols are the main security challenges for charging structures. Vulnerabilities in charging
station can damage electricity network. Due to attack on charging infrastructures, maximum current output
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can be generated and it will cause a #re incident as well as take down the network that is connected to the
charging infrastructure [132]. By sending fake information, behavioral manipulation attack can manipulate
energy consumers behavior and force them to shift their consumption during demand in in peak periods. Such
attempts can lead to black-out and trip of overload power lines [118]. Attacks on charging infrastructure can
manipulate the behavior of consumers. Malicious charging station, charging cable manipulation can be carried
on by attackers to compromise vehicle security and stealing data.

4.2.4 V2X Communication. To exchange data about tra!c condition, safety alerts, IoV enabled vehicles commu-
nicate with each other (V2V), vehicles and pedestrians (V2P), vehicles and networks (V2N), and infrastructures
(V2I). Two primary types of V2X technologies are Dedicated Short-Range Communications (DSRC) and Cellular
V2X (C-V2X). Each vehicle is equipped with an On Board Unit (OBU), comprising components such as a GPS
unit, omni-directional antennas, processors, and sensors dedicated to facilitating V2V communication. Roadside
Units (RSUs) are strategically positioned in close proximity to each other, taking into account the communication
range of devices. RSUs have the capability to communicate with neighboring units using either wireless or wired
channels. Also, they can be mobile in nature and further extended to provide applications based on Internet.
Distributed Denial-of-Service (DDoS) attacks enables an attacker to transmit unnecessary information and make
road-side units non-functional [55]. Malware attacks infect the RSUs and eavesdropping attacks allows to gain
con#dential information. The position of RSUs can be moved or replicated to another location by replication
attacks that can provide erroneous service and incorrect tra!c information [68].

Communication depending on cellular networks are more advantageous than the DSRC based communications.
V2X communication utilizing DSRC o"ers low capacity and minimal end-to-end delay. However, DSRC has
limitations in coverage, scalability, and spectrum e!ciency, making it less favorable for future large-scale
deployments of autonomous vehicles [173]. In contrast, cellular technologies like LTE and 5G provide extensive
communication coverage and reduced installation expenses [39]. C-V2X leverages LTE and 5G works, providing
wider coverage and network based communication through the Uu surface. It supports both direct communication
via the PC5 interface and network-based communication through the Uu interface. This makes it adaptable for
various use cases, including vehicle-to-network (V2N) and vehicle-to-pedestrian (V2P) interactions [85]. As V2X
communication happens by transmitting message through wireless links, this communications are vulnerable to
many attacks. Attackers can manipulate and transmit bogus messages in the network to gain advantage. Spam,
Denial-of-Service (DoS), Masquerade, and Malware can be implemented in V2X communication network. Attacks
like False Data Injection and Replay attacks can be carried on by attackers. Fake tra!c jam messages can be
broadcast to mislead vehicles. Remote Key-less Entry (RKE) are used to open or close vehicle doors instead of
physical key insertion. RKE also o"ers other functionalities like turn on/o" security alerts, start/stop vehicles
engine etc. Attacks like brute force, jamming are potential threats for RKE system [155].

To ensure an reliable and e"ective IoV system, every communication should maintain security requirements,
namely, Integrity, Non-repudiation, Availability, Authentication, and Con#dentiality [5]. All these security
requirements are essential as in absence of one of these requirements, any communication will fail to ensure
smooth operation and service. Integrity assures that data remains unaltered during storage, processing or
transmission. Non-repudiation proofs that a action has occurred and involvement of an individual is undeniable,
preventing the entity from denying validity of an action. Availability ensures that the resources and information
are usable and accessible while required. Systems, users are veri#ed by authenticity. Safeguarding and prevention
of unauthorized access is pertained by con#dentiality. These foundational principles are often violated by
adversaries through attacks target on V2X Communications. Figure 8 contains typical attacks that can violate
these security requirements and cause damage to IoV system.
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Fig. 8. Typical a"acks that target on fundamental security requirements of V2X communications.

In this section, we introduce both the external and internal components of the IoV systems to introduce the
potential attack surfaces. Speci#cally, the technical information of each components and related potential attack
methods are discussed. The detailed information for the taxonomy of the attack surfaces in IoV is summarized in
Table 2.

5 Countermeasures Against IoV A"acks

In dealing with escalating threats, the initial requirement to secure IoV is to implement the well-de#ned policies
and countermeasures that can mitigate the vulnerabilities. IoV entities should be equipped with proper defense
frameworks that not only address current threats but also the emerging attacks. The main security requirements
of IoV are shown in Figure 9. Speci#cally,

• Availability: IoV systems need to remain accessible, especially during critical times such as emergencies.
Denial-of-Service (DoS) attacks threaten service availability, making it important to focus on ensuring
services are available when needed.

• High Mobility of Entities: Vehicles in IoV are constantly moving, making it challenging to maintain
secure and stable connections. Security protocols need to be e!cient and adaptable to the high-speed,
real-time nature of IoV without compromising reliability.

• Balance Between Security and Privacy: There is a constant need to maintain strong security while
also protecting users’ personal data. For example, while vehicle data must be shared for safety, individual
privacy must be safeguarded. Encryption and anonymization methods can help in addressing this balance.

• Cooperation Between Entities: E"ective communication between di"erent parts of IoV, such as Vehicle-
to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I), is crucial. Security protocols should ensure that the
data exchanged between these components is protected from tampering.

• Securing Routing Information: Protecting routing data is essential to prevent unauthorized access to
sensitive information such as vehicle locations and routes. Unauthorized access to this data could lead to
breaches like eavesdropping or tra!c $ow manipulation.

• Cloud Stability and Security: IoV heavily relies on cloud infrastructure for processing vast amounts of
data. Securing these cloud services is critical by employing strong data encryption, access controls, and
backup systems to prevent data breaches.

• Low Error Tolerance: Given that IoV operates in real time, errors in communication and data must be
minimized. Security systems need to detect threats quickly, provide accurate results, and avoid false alarms.

• Key Management: Proper key management is important for ensuring secure communications within
IoV. This involves securely distributing, updating, and managing encryption keys to prevent unauthorized
access.
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Fig. 9. Security Requirements of IoV.

Addressing these security requirements will make IoV systems more robust against current and future threats.
This section provides a comprehensive overview of various defense mechanisms designed to protect IoV systems
from di"erent types. The motivation behind each countermeasure is discussed together with its foundation, value
and contribution to improving IoV security. This section serves as a guide for researchers and practitioners to
understand and implement appropriate protection mechanisms to protect an IoV system from various internal
and external threats.

5.1 Defense for Inside Vehicle A"acks

5.1.1 Defense Against Denial of Service (DoS). One of the well-known attacks in IoV authentication is DoS attack.
By generation of dummy messages in the IoV network, DoS attack intends to make service unavailable to other
vehicles. In [113], the authors introduced a unique two-phase signature-based authentication scheme designed
to prevent both outsider and insider DoS attacks. Phase-1 employs Hash-based message authentication code
(HMAC) signatures for entity authentication, detecting outsider attackers based on successful HMAC veri#cation
and timestamp validation. Phase-2 focuses on identifying insider attackers, activated when authentication fails at
the receiver despite assumed authenticity. Each vehicle maintains detection and blacklist tables, using a threshold
comparison to pinpoint insider attackers. This novel approach ensures robust protection against both insider and
outsider threats in vehicular communication scenarios.

Puzzle-based Co-Authentication (PCA) scheme was introduced as a countermeasure against DoS attacks for
5G-VANET [83]. PCA has dual objectives: crafting hash puzzles to thwart DoS attacks and expediting certi#cate
authentication through co-authentication within mutual trust clusters. The algorithm validates certi#cates by
prioritizing descending order of puzzle values, impeding attackers from generating numerous certi#cates with
valid puzzles. Simultaneously, co-authentication within mutual trust clusters ensures swift responses to routine
tra!c messages. This innovative approach combines puzzle-based security and co-authentication for robust
protection and e!cient authentication in the face of DoS threats.

P-secure approach for DoS attacks early detection was implemented, focusing on preemptive measures before
con#rmation time [44]. The approach unfolds in two phases. Initially, vital vehicle information such as location,
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speed, and packet transmission metrics is gathered. Subsequently, manual threshold values are set for each
parameter. If the received information surpasses these thresholds, it signals the potential involvement of a
malicious vehicle, indicating a looming attack. In the second phase, P-secure handles new network entry requests
from vehicles. It scrutinizes these requests against a validated database, minimizing false requests and enhancing
the network’s resilience against potential threats. This two-phase strategy enhances the system’s ability to
proactively detect and thwart potential DoS attacks.

Each of these designs has its own bene#ts and drawbacks. Speci#cally, the HMAC signature performs better
with low computational overhead. When the system over$owed with illegitimate messages and convincing
signatures, the solution can not detect attacks. An e!cient PKI infrastructure may overcome the de#ciency
of the proposed system. PCA co-authentication demonstrated enhanced real-time capabilities in distributed
pseudo certi#cate authentication. However, due to the time variation between distributed pseudo certi#cate
authentication and generated hash puzzle values, the function of puzzle might get impacted. P-secure technique
is more e!cient against DoS attack. This method is capable in reducing delay processing with limitation of
counters and not allowing fake vehicles.

5.1.2 Preventing Eavesdropping. In vehicular communication, an eavesdropping attack refers to the illicit in-
terception of sensitive information exchanged between vehicles or between a vehicle and an infrastructure
component. This form of attack jeopardizes the con#dentiality and privacy of communication within the ve-
hicular network. Adversaries engaging in eavesdropping may exploit vulnerabilities in wireless transmissions
or other communication channels to stealthily listen in on messages, track location data, or gain unauthorized
access to critical information.

To prevent eavesdropping attacks on vehicle queries, a fog server equipped with the fog anonymizer CASPER
[6] is implemented to anonymize messages originating from the fog node as shown in Figure 10. CASPER blurs
the information that received from vehicles and delivers it to location based server. Multi-path routing uses
multiple fog servers, providing redundancy and resilience against the attacks. For secure message exchange the
work employed Attribute-Based Encryption (ABE) that also minimizes computational overhead. Considering
real-time network, adaptive routing can be advantageous to adjust message paths dynamically. Additionally, to
lower computational overhead, alternative cryptography techniques can be tested.

 

Fig. 10. The Architecture of Fog Anonymizer (CASPER).
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To counter eavesdropping threats on vehicular users, computation o%oading via radio frequency channels
research work [157] was conducted focusing on resource management with concentration on physical layer
security measurements, ensuring secrecy provisioning. Utilizing the combined resources of multiple vehicles, this
approach facilitates the o%oading process, alleviating the individual burden on each vehicle and enhancing the
overall network performance. In the context of mobility- and delay-aware o%oading, the strategy factors in the
mobility patterns of vehicles and the speci#c delay requirements of applications during o%oading decisions. This
consideration ensures that tasks are o%oaded promptly, meeting the time-sensitive demands of the applications
involved. To optimize the channel estimation further, deep learning techniques can be used. Focusing on e!ciency
and security integration, hardware and software can be co-designed to improve this model further.

Addressing imperfect channel estimation [79] introduced a Nash equilibrium method in game theory to
maximize transmitter e!ciency and suppress eavesdropping attacks, particularly from unmanned aerial vehicles.
The proposed method introduces an innovative strategy for safeguarding secure communication during UAV
smart attacks with imperfect channel estimation. Leveraging a Nash equilibrium approach ensures robust security
even in the absence of perfect channel condition knowledge. Additionally, the inclusion of a Q-learning-based
power control algorithm enables dynamic adjustments to the transmitter’s power levels in response to changing
attack positions and evolving channel conditions.The study has not explored into optimal values for Q-learning
parameters, such as the learning rate and discount factor. Exploring and optimizing these parameters could
potentially enhance the performance of the power control algorithm.

In e"orts to achieve real-time data transmission and ensure security within vehicular cyber-physical systems
networks, a new Trust-Based Recommendation Mechanism (TBRS) [80] was introduced to e"ectively prevent
eavesdropping attacks. While evaluating node trust, both direct interactions and recommendations were taken
into consideration during evaluation of node trust. To #lter out false recommendation trust values, K-Nearest
Neighbor (KNN) co-operative computing approach was utilized. Further enhancement of the TBRS can explore
the dynamic trust updates depending on real-time conditions. Privacy-preserving techniques can be incorporated
to protect sensitive data for communication and trust evaluation.

Each defense method targets di"erent aspects of eavesdropping, but they all have limitations. The CASPER
system’s focus on anonymization could be enhancedwith alternative cryptographic methods to improve scalability.
While computation o%oading strengthens physical layer security, incorporating AI techniques could optimize
its performance. Nash equilibrium-based methods show promise but require further re#nement of Q-learning
parameters to improve real-world application. Similarly, TBRS would bene#t from incorporating dynamic trust
updates and privacy-preserving methods to o"er stronger protection

5.1.3 Defense Against Distributed Denial of Service (DDoS) a!ack. attacks present a greater threat compared
to traditional DoS attacks, owing to their distributed nature, underscoring the critical need for robust network
security against such intrusions. A Cellular Automata-based Improved Ant-Colony Optimization Algorithm (CA-
IACOA) proposed in [144] to address DDoS challenges. By employing a pheromone adaptive adjustment strategy,
this approach introduces dynamism, thereby addressing stagnation issues and ensuring optimal solutions. With
features like a global search dimension, dynamic transition rules, and enhanced pheromone update, CA-IACOA
signi#cantly boosts e!ciency, leading to optimal paths and reliable routing nodes. Potential improvements could
include utilizing Exponential and Erlang operator distributions to enhance detection and mitigation rates through
the application of the Arti#cial Bee Colony algorithm.

In the work [127], a VANET-based algorithm was proposed to detect and prevent DDoS attacks by distinguish-
ing between legitimate users and malicious attackers. The algorithm compares communication time periods,
computing the average time between normal nodes as the maximum threshold. If subsequent communication
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exceeds this threshold, indicating potential malicious activity, the sender is terminated. The algorithm minimizes
network overhead, and further research can put focus on designing an algorithm for maximum e!ciency.

Another novel DDoS detection approach for VANET was introduced in [9] that involves selecting a Local
Protection Node (LPN) based on importance, utilizing a hierarchical architecture. The following steps involve the
assignment of LPN, followed by a detection phase and the creation of behavior-based pro#les. The algorithm
assesses Packet Delivery Ratio (PDR) against a predetermined threshold value. If the PDR matches the threshold,
the LPN broadcasts a Monitor Mode (MM) message to neighboring vehicles, enabling tra!c monitoring. This
e!cient scheme, though not compared with existing methods, proves simple and e"ective.

Di"erent DDoS defense technique has its strengths, but also some limitations. The CA-IACOAmethod improves
e!ciency and adaptability but could bene#t from integrating more advanced distribution models, like Exponential
and Erlang, to enhance detection accuracy. Shabbir et al.’s VANET-based algorithm e"ectively reduces network
overhead, yet further enhancements could be made to improve overall e!ciency. Likewise, the LPN-based
approach provides a simple yet e"ective detection system but lacks comparative studies with other methods,
highlighting the need for further validation and optimization.

5.1.4 Enforcing the Network Availability Against Black-Hole A!ack. The black-hole attack represents a substantial
and severe threat to network availability within the vehicular environment. The authors suggest a three-stage
approach to combat black-hole attacks in vehicular networks [146], under the assumption of a single malicious
node among loyal nodes. The process involves attack detection through route backtracking, node accusation by
source and destination nodes, and malicious node blacklisting. Intermediate nodes receive accusation messages,
and once detected, the malicious node is blacklisted via block chain entries. This multi-step approach e!ciently
detects and removes a single malicious node, albeit under the assumption of only one malicious node in the
network, which may not be applicable in real-world scenarios.

The research [19] proposed a real-time black hole attack detection system utilizing a Quality Control Chart
based on Statistical Process Control (SPC). The method employs a p-chart to graphically represent abnormal
behaviors, considering parameters like average packet loss ratio, upper control limit, and lower control limit.
This e!cient approach detects abnormal behaviors without requiring additional development, surpassing other
methods. Future work aims to enhance communication e!ciency by designing complementary attack detection
methods.

In [148], authors proposed a black hole attack solution involving message veri#cation and detection within the
backbone network. The algorithm classi#es nodes into three categories: those located beyond the transmission
range (LN), highly interconnected nodes (HN) within the range, and nodes situated at the periphery of the
backbone network (BN). It maintains two lists: an associated list containing backbone node HN and a non-
associated list consisting of nodes not linked to the backbone, such as BN and LN. To identify malicious nodes,
the source node seeks con#rmation from the backbone network regarding packet delivery. The backbone network
then conducts an end-to-end veri#cation, advising destination nodes to validate correspondence in the presence
of potential malicious nodes. The proposed algorithm demonstrates superior performance compared to AODV
and B-AODV protocols in real urban environments, with future potential for implementation across other routing
protocols.

Each black-hole attack defense strategy has its own advantages and limitations. The three-stage approach
involving route backtracking and blockchain entries e"ectively detects and blacklists a single malicious node,
but it operates under the assumption that only one malicious node is present, which may not be realistic in
complex environments. The real-time detection system based on a Quality Control Chart o"ers an e!cient and
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straightforward method for identifying abnormal behavior in the network, though its communication e!ciency
could be improved with the addition of complementary detection mechanisms. The message veri#cation algorithm,
which classi#es nodes and uses backbone network veri#cation for detecting black-hole attacks, outperforms
protocols like AODV in real urban settings. However, there is potential to enhance this method by adapting it for
other routing protocols, expanding its applicability in diverse vehicular networks.

5.1.5 Protecting Global Positioning System (GPS) Against Spoofing A!ack. In GPS spoo#ng attack, GPS signals are
manipulated and incorrect information are provided to jeopardize vehicles safety along with the users. Employing
a digital signature and time synchronization, the research [141] presented a two-factor authentication method to
counter vehicle spoo#ng. The GPS signal is hashed and encrypted using RSA-1024, with the private key used
for encryption and the public key for decryption at the car end. This method is deemed feasible and ensures
passenger safety. A more secure approach to prevent car hijacking can be explored to strengthen the outcomes.

The authors [59] introduced a method to detect Global Navigation Satellite System (GNSS) spoo#ng by
manipulating satellite navigation correction data and measurement values. CUSUM, or Cumulative Sum, is a
statistical tool for spotting subtle, persistent changes in a signal. GNSS spoo#ng involves injecting fake GPS signals
to mislead receivers and disrupt navigation. GNSS augmentation systems, like Ground-Based Augmentation
System (GBAS) or WAAS, enhance GNSS signal accuracy. The paper suggested a CUSUM based algorithm,
comparing raw GNSS data with corrected data from the augmentation system. By accumulating discrepancies over
time, the algorithm could detect subtle spoo#ng attempts as shown in Figure 11. This approach is advantageous
for users of augmentation systems, using corrected data as a reliable reference. Notably, the advantage lies in its
direct applicability to receivers without requiring extra hardware. This applies to both mobile and #xed receivers,
enhancing the overall usefulness and reliability of the satellite navigation system.

Research [125] introduced an innovative method to identify and categorize GPS spoo#ng attacks, employing
the Least Absolute Shrinkage and Selection Operator (LASSO) algorithm within the base band co-relator domain.
Tailored for single-antenna receivers, the technique models co-relator tap outputs as a set of triangle-shaped
functions. LASSO was applied to selectively decompose the received signal sparsely, allowing the detection of
spoo#ng attacks by pinpointing two distinct code-phase values. The proposed method achieves a low detection
error rate (DER) of 0.3% under nominal signal-to-noise ratio (SNR) conditions, with an authentic-over-spoofer
power of 3dB, showcasing its e"ectiveness in identifying spoo#ng attacks with high accuracy. Acknowledging
the limitations, particularly against advanced spoo#ng attacks, underscores the need for further research on
countermeasures or adaptations. Addressing these scenarios would enhance the overall e"ectiveness of the
proposed technique.

Each approach to defending against GPS spoo#ng attacks has its strengths and weaknesses. The two-factor
authentication method using digital signatures and time synchronization o"ers a feasible solution for ensuring
passenger safety, but its security could be enhanced to better prevent car hijacking. The CUSUM-based method,
which compares raw GNSS data with corrected data, is practical and does not require additional hardware,
making it a cost-e"ective solution for mobile and #xed receivers. However, its reliance on augmentation systems
may limit its applicability in areas without such infrastructure. The LASSO algorithm-based approach shows
impressive accuracy in detecting GPS spoo#ng, with a low detection error rate under standard conditions, but it
may struggle against more advanced spoo#ng techniques. Future work could focus on enhancing this method to
address its limitations in detecting sophisticated attacks.

5.1.6 Defense Against Replay A!ack. A vehicle replay attack involves maliciously re-transmitting previously
captured communication to deceive the vehicle’s systems. Replay attack uncertainty is represented as signi#cant
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Fig. 11. Spoofing detection method with CUSUM.

random network delays. Detection of replay attacks in Connected Vehicles with Cooperative Adaptive Cruise
Control (CACC) platoon was studied by researchers in [91]. Platooning involves vehicles closely maintaining
formation through CACC, utilizing inter-vehicle communication for shared information and coordinated brak-
ing/acceleration.The approach scrutinizes time intervals between received messages from adjacent vehicles.
Detecting deviations beyond a prede#ned threshold in the expected timing patterns serves as an indication of
potential replayed messages. The system functions in real-time, devoid of intricate computations, rendering
it practical for integration into Connected and Autonomous Vehicle (CAV) systems. Its robust e"ectiveness
against diverse attack scenarios and communication delays has been demonstrated. The timing-based approach’s
e!cacy could be in$uenced by factors such as $uctuating communication channel properties and message sizes.
Assessing the scheme’s robustness under these variations is crucial. Despite the assertion of real-time feasibility,
additional analysis and optimization may be essential to guarantee resource e!ciency for practical deployment
in resource-constrained vehicular networks.

The feasibility of a frequency-based detection method employing a time-varying sine wave as an authentication
signal for Unnamed Aerial Vehicles (UAVs) susceptible to replay attacks was explored by authors in [121].
Authentication involves comparing signal energies to determine the compatibility of received outputs with the
designated authentication signal. The research showcased it’s capability to avoid false alarms and accurately
identify attacked output channels.
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Numerous attack signals are injected into the Controller Area Network (CAN), impacting real-time control in
integrated motor-transmission (IMT) systems. To mitigate the e"ects of large random message delays, robust
reset controller alongside a delay-robust speed synchronization controller with energy-to-peak performance was
addressed in [161]. The introduction of speed synchronization control in connected vehicles under replay attacks
was proposed. A dynamic output-feedback controller was introduced to address the uncertainty resulting from
attack delays, while a robust reset controller was implemented to improve transient response in the presence of
signi#cant attack delays. The e"ectiveness of the proposed controller was demonstrated through comparisons
with Model Predictive Control (MPC), PD control considering delays, and energy-to-peak robust control in terms
of performance.

Each method to counter replay attacks o"ers unique advantages, but also comes with its limitations. The
timing-based detection in CACC platooning is practical and real-time, but its performance can be in$uenced by
$uctuating communication channels and message sizes, necessitating further analysis to ensure reliability in
various conditions. The frequency-based detection method using sine wave authentication shows high accuracy
with minimal false alarms, yet it is primarily tested on UAVs and may need adjustments for application in larger
vehicular networks. Lastly, the robust reset controller approach for CAN networks e"ectively mitigates replay
attacks by addressing random delays, but it may require further optimization for energy e!ciency, particularly
when compared to other methods like Model Predictive Control (MPC) or PD control. Future work could focus
on improving the resource e!ciency of these solutions in resource-constrained environments.

5.1.7 Protecting the Sensors. To bolster the security of ultrasonic sensors and autonomous vehicles, the study
[160] introduced two robust defense strategies. The #rst approach involves single-sensor-based physical shift
authentication, which examines signals at the physical level. The second method, known as multiple-sensor
consistency check, utilizes various sensors to verify signals at the system level. Both schemes were evaluated
through real sensor experiments and MATLAB simulations, demonstrating their e"ectiveness and practical
viability in securing critical automotive ultrasonic sensors.

This work [90] unveils a novel defense against LiDAR spoo#ng attacks by employing laser modulation with an
analog signal. The approach, authenticated through a unique side-channel trace from AES encryption, not only
safeguards the signal but also enables precise distance measurement to target objects. Impressively, the method
exhibits robustness, limiting potential distance-decreasing attacks to a mere 30 cm. Noteworthy advantages
include the use of side-channel information as a distinctive #ngerprint, versatility in both analog and digital
modulations, and a cost-e"ective implementation through direct power consumption modulation.

The research [64] addresses the critical issue of sensor spoo#ng attacks on automotive radars, crucial for
assisted and autonomous driving. The spatio-temporal challenge-response (STCR) method leverages multiple
beam forming in an automotive MIMO radar, introducing a dynamic and robust defense mechanism. STCR
enhances data reliability and prevents spoo#ng attacks by transmitting probe signals in randomly selected
directions over time. Unlike existing approaches, it ensures continuous operation and avoids mis-learning,
making it a desirable solution for enhancing the security of safety-critical Cyber-Physical Systems (CPS).

Each defense mechanism for protecting sensors in autonomous vehicles o"ers distinct bene#ts but also faces
certain limitations. The single-sensor physical shift authentication and multi-sensor consistency check are highly
e"ective in securing ultrasonic sensors, but they may require additional optimization for real-time applications
in complex environments. The laser modulation method for LiDAR spoo#ng defense demonstrates robustness
and cost-e!ciency, though it limits attack prevention to shorter distances, leaving room for improvement in
long-range scenarios. Lastly, the spatio-temporal challenge-response (STCR) method for radar spoo#ng e"ectively
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prevents attacks without interrupting operations, but its reliance on complex beamforming could increase system
overhead, potentially requiring further re#nements to balance security and resource e!ciency.

5.2 Defense for Outside Vehicle A"acks

5.2.1 Mitigating Sybil A!ack. In wireless network, the presence of a singular node having multiple identi#cation
posses a signi#cant threat, undermining the entire system and exercising control over majority of the nodes.
Vehicular environment is dynamic and unstable. This nature of the IoV ease the opportunity to launch attacks
through Sybil nodes. In Sybil attack, malicious nodes illegitimately assumes multiple identity compromising the
integrity and reliability of the IoV network. As a shield against Sybil attacks, the design Event-Based Repudiation
System (EBRS) can be used. This design is capable to thwart multiple source sybil attacks and stop spreading of
false messages over the network [42]. EBRS ensures privacy of the vehicles by enforcing time-limited pseudonyms
replacing the real identity. EBRS generates local certi#cate and validates the generated local certi#cate.

In the large scale vehicular network, to detect Sybil attack, Spider-Monkey technique was designed [56]. This
technique leverages densely deployed zones to measure vehicle collisions with optimization of energy, enhancing
the packet delivery time synchronization. Arti#cial spiders utilize pheromone secretion to navigate vertices and
monitor destination sensor nodes. The pseudo code algorithm ensures energy-e!cient time synchronization,
evaluating propagation delays and clock o"sets.

The researchers [164] proposed Voiceprint, an innovative Sybil detection method for vehicular networks,
leveraging Received Signal Strength Indicator (RSSI). Unlike existing RSSI methods relying on absolute or relative
distance, Voiceprint uses RSSI time series as vehicular speech, enabling comparisons among all received time
series. To enhance observation time and reduce false positives, Voice-print extends its detection to service
channels (SCH). Additionally, e"orts are directed towards identifying malicious nodes engaging in power control
through a change-points detection method. This approach provides a nuanced and e"ective means of addressing
Sybil attacks in vehicular network.

The defensemechanisms tailored for external threats in IoV systems showcase strategic versatility but encounter
operational constraints. The Event-Based Repudiation System (EBRS) e"ectively blocks Sybil attacks by refreshing
pseudonyms, although it may struggle in highly mobile environments where rapid changes complicate detection.
Techniques like Spider-Monkey and Voiceprint o"er energy-e!cient and innovative detection methods, yet their
e"ectiveness can diminish in dynamically changing vehicular networks or diverse geographic conditions.

While these strategies robustly address current threats, their e"ectiveness varies across di"erent IoV setups,
highlighting the need for continual adaptation to keep pace with evolving network challenges and emerging
attack strategies. Future developments should aim to enhance these defenses, making them more adaptable,
e!cient, and capable of covering a broader range of IoV scenarios.

5.2.2 Defense Against Gray Hole A!ack. Identifying malicious vehicles or nodes in a Gray Hole attack poses a
challenge as they may initially exhibit legitimate behavior, rendering their future actions unpredictable. This
form of attack disrupts the network by interfering with the route discovery process. The authors proposed
IMP (IMProvement) as a solution to reduce the impact of gray hole attacks [126]. IMP enhances the Denial
Contradictions with Fictitious Node Mechanism (DCFM) by introducing two new contradiction rules. The attacker
is referred to as a multi-point relay node (MPR), enabling other nodes to make routing decisions according to
prede#ned rules. Notably, IMP was able to reduce gray hole attacks, showcasing a 51% decrease in previously
dropped packets. The future scope may involve #ne-tuning IMP for enhanced e"ectiveness.
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An enhanced multi path approach to counter gray hole attacks in VANETs was proposed by researchers
in [65]. The research primarily centered on route generation, where a decrease in hop count for a node was
considered indicative of abnormal behavior, leading to the assumption of at least one malicious node. To pinpoint
the exact malicious node, neighboring nodes aided the transmitter. The algorithm showcased e!ciency in terms
of throughput, end-to-end delay, and network load.

An Intrusion Detection System (IDS) to mitigate gray hole attack was introduced in research [2]. The system
utilized Support Vector Machines (SVM) and Feed Forward Neural Networks (FFNN) for intrusion detection.
The proposed IDS comprises eight stages, including realistic world generation, ns-2 simulation, data extraction,
pre-processing, fuzzy set creation, and training/testing phases for FFNN and SVM models. Proportional Overlap-
ping Score (POS) was employed to extract features, with the removal of least-weighted features. The scheme
demonstrated high detection rates with reduced false alarms. Future research could explore AI techniques such
as Fuzzy Petri Nets (FPNs) for studying similar attacks.

Each method for defending against Gray Hole attacks o"ers unique strengths but also comes with limitations.
The IMP (Improvement) method, while e"ective in reducing packet loss by 51%, could bene#t from further
re#nement to enhance its performance in more dynamic environments. The multi-path approach demonstrates
improved throughput and reduced end-to-end delay, but its reliance on neighboring nodes to detect malicious
behavior might result in higher network overhead under heavy tra!c conditions. The IDS using SVM and FFNN
shows high detection rates and lower false alarms, but its complexity, including multiple training stages, may lead
to increased computational requirements, making it less e!cient in real-time applications. Further exploration of
advanced AI techniques could help mitigate these limitations.

5.2.3 Protection for Roadside Unit. In [48], authors proposed a Group-Controlled Analysis Model for detecting
and preventing DDoS attacks. This model focuses on organizing nodes into groups based on parameters such as
speed, direction, and load limit. A group leader is designated to oversee communication, and collected information
is then distributed to Roadside Units (RSUs). RSUs analyze the data to distinguish between valid and malicious
nodes. This approach utilizes RSUs e"ectively to detect and prevent DDoS attacks. Its advantages include region-
speci#c analysis for easier identi#cation of attackers. Future research could explore implementing the model in
NS2 to derive parameter-speci#c results.

A novel defense scheme against DDoS attacks focusing on detecting routing misbehavior during tra!c
congestion was introduced [107]. The system broadcasts congestion announcement signals to neighboring
vehicles during a tra!c jam, alerting them to consider alternative routes. Roadside Units (RSUs) are instrumental
in analyzing tra!c patterns to detect potential attackers. Roadside Units (RSUs) play a crucial role in analyzing
tra!c patterns to identify attackers. Once a malicious node is detected, RSUs ensured legitimate vehicles don’t
receive misbehaving packets as shown in Figure 12. The scheme enhanced performance in the presence of attacks
but lacked comparison with existing schemes. Future work may include application of the algorithm to two-way
road scenarios and analyzing its impact on vehicle mobility.

Analyzing synchronization-based DDoS attacks, researchers proposed techniques to address them [11]. The
#rst technique involved randomizing the RSU schedule to prevent attackers from guessing broadcast times.
In the second technique, the contention window was increased to decrease the likelihood of attackers having
identical window sizes. The third technique involved combining both approaches. The advantage of the research
include strong support from mathematical analysis and simulation results. However, the proposed model lacks
comparison with existing methods.
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Fig. 12. Ensure the availability of RSUs.

A robust security framework utilizing the Roadside Tra!c Management Unit (RTMU) to thwart DDoS attacks
was introduced in research [66]. All nodes, equipped with GPS location awareness, continuously share their
locations with RTMU, enabling communication among nodes. RTMU utilizes mathematical computations to
identify abnormal tra!c patterns among cluster nodes. The approach is praised for its simplicity and e!ciency,
but its results lack comparison with other methods. Future improvements aim to enhance the scheme’s capability
against multiple attacking nodes simultaneously and design new security measures for diverse attacks like black
hole and jamming.

Each of the proposed methods for protecting Roadside Units (RSUs) has its strengths and limitations. The
Group-Controlled Analysis Model is e!cient at organizing nodes into groups for region-speci#c analysis but
may bene#t from implementation in simulation environments like NS2 to #ne-tune parameters. The routing
misbehavior detection system during tra!c congestion e"ectively prevents misbehaving packets from reaching
legitimate vehicles, but it lacks comparative analysis with existing techniques and might require adjustments for
two-way roads or varying mobility patterns. The synchronization-based techniques provide robust theoretical
support but haven’t been directly compared to alternative methods, which may limit the assessment of their
real-world e!cacy. Similarly, the security framework utilizing RTMU e!ciently detects abnormal tra!c patterns,
yet its performance in multi-node attack scenarios or against diverse attack types such as black hole or jamming
remains unexplored, suggesting room for improvement.

5.2.4 Preventing Impersonation A!ack. The main objective of this attack is to disrupt the network by gaining
unauthorized access to network privileges. To counteract this, the authors proposed an extension of the AODV
routing protocol called Secure Ad hoc On-Demand Distance Vector (SAODV), aimed at preventing impersonation
attacks [139]. SAODV employs Hash chains to secure hop count information and digital signatures for authenti-
cating non-mutable message #elds. The study successfully achieved security with minimal delay and overhead.
Future research opportunities may include simulating the proposed protocol in larger networks and addressing
concerns related to overhead and delay mitigation.
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A framework for detecting and preventing impersonation attacks was introduced by researcher [47]. The
framework utilized the spatial correlation of Received Signal Strength (RSS) from wireless hubs to identify attacks.
By employing an unsupervised threshold approach, it classi#es RSS characteristics into two classes, eliminating
the necessity for cryptography to detect impersonation attacks. The framework successfully removed adversaries
from the network. To thwart impersonation attacks, the system employed EEPM (E!cient Probabilistic Packet
Marking) and RSS (Received Signal Strength) techniques [76]. The Inter-Domain Packet Filter (IDPF) architecture,
which utilizes locally exchanged BGP updates, was used to select feasible routes from the source to the destination
for packet routing. This approach has proven to be highly e"ective, demonstrating high detection rates.

Each approach to preventing impersonation attacks has its strengths and limitations. The SAODV protocol
e!ciently secures the network using hash chains and digital signatures, maintaining low delay and overhead.
However, further simulations in larger networks may be necessary to assess its scalability and optimize overhead
mitigation. The framework utilizing RSS and the unsupervised threshold approach provides a non-cryptographic
solution to detect impersonation, showing promise in eliminating adversaries but may face challenges in envi-
ronments with $uctuating signal strengths. The EEPM method combined with the IDPF architecture e"ectively
routes packets and prevents impersonation attacks with high detection rates, but the reliance on BGP updates
may introduce limitations in networks with limited or delayed routing information. Future work should focus on
optimizing these approaches for di"erent network scales and conditions.

5.2.5 Protecting the Location Information. A location tracking attack in vehicles involves unauthorized monitor-
ing of a vehicle’s location for malicious purposes. The approach [114] integrates k-anonymity privacy principles
independently, eliminating the need for trusted third-party servers. By combining private block-chains strategi-
cally, user transaction records are dispersed, bolstering location privacy without service quality compromise.
Implemented in the remix block-chain, the method e!ciently demonstrates its promise for distributed network
environments.

The mix-zone, a spatial privacy-centric location privacy method, plays a crucial role in safeguarding vehicle
safety by disrupting location continuity for trackers. It’s e"ectiveness diminishes due to factors like tra!c lights
and speed limitations. This work [175] addresses such vulnerabilities, countering inference attacks by grouping
vehicles based on exit direction and introducing noise into location data. The approach signi#cantly reduces
tracking probability, ensuring enhanced protection within the mix-zone. The method’s careful restoration of
vehicle locations minimizes noise impact on Location Based Service (LBS), marking a noteworthy advancement
in spatial privacy protection.

Vehicular Location Privacy Zones (VLPZs) present a promising solution for ensuring unlinkability, especially
when strategically deployed across roadside infrastructures (RIs) such as gas or electric charging stations. This
study [12] tackles the NP-hard optimization problem of placing VLPZs e!ciently, vital to prevent overload and
maintain Quality of Service (QoS) in RIs. Introducing a genetic-based algorithmwithin a software-de#ned vehicular
network, the approach minimizes trajectory costs for vehicles, leading to reduced pseudonym consumption.
Analytical evaluation a!rms the cost-e!ciency and shorter response time achieved by this proposed approach.

Each method for protecting location information in vehicular networks o"ers unique bene#ts but also has
its limitations. The k-anonymity-based approach using private blockchains provides enhanced location privacy
by eliminating the need for trusted third parties, but its scalability in larger networks with higher transaction
volumes could pose a challenge. The mix-zone method e"ectively reduces tracking probability by introducing
noise into location data, but its e!ciency may be compromised in certain tra!c conditions, such as at tra!c lights
or when vehicles are constrained by speed limits. Vehicular Location Privacy Zones (VLPZs) leverage genetic
algorithms to optimize privacy zones across roadside infrastructure, showing e!ciency in reducing pseudonym
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consumption and response times. However, the complexity of the NP-hard optimization problem may present
challenges in real-world deployments where resource limitations and varying tra!c conditions could impact
performance.

This section has explored various countermeasures to protect IoV systems from internal and external threats.
Understanding their motivations and contributions allows researchers and practitioners to enhance IoV security.
However the evolving IoV systems necessitate ongoing research and development of new countermeasures.
Deploying these countermeasures in real-world scenarios requires considering scalable and compatible systems,
regional regulations and local regulation. By addressing these challenges we can ensure the safe and reliable
operation of IoV for the future transportation industry.

6 Proactive Strategies to Enhance IoV Security

While numerous techniques have been developed to address speci#c attacks targeting IoV systems, the unique
nature of IoV threats underscores the need for proactive strategies to safeguard the safety of both passengers and
infrastructure. While Section 5 was devoted to reactive countermeasures to speci#c attacks, this section presents
proactive strategies to prevent attacks before they actually occur. These are very fundamental strategies toward
the establishment of a secure and resilient IoV ecosystem. Proactive measures involve understanding the threat
model, intrusion detection system deployment, adoption of secure routing protocols, secure key management,
and proper trust management and authentication. This will allow IoV systems to enhance the scope of security
and resilience by the early detection of and acting well in advance of possible vulnerabilities, thus ensuring safer,
more reliable transport infrastructure. Signi#cant e"orts have been invested in this domain, acknowledging the
specialized requirements to e"ectively thwart security risks in the dynamic and interconnected IoV systems. As
Table 3 shows, we summarize the proactive strategies to these #ve categories.

6.1 Understanding the Threat Model

Understanding the e"ects of various attacks on IoV systems requires e"ective modeling techniques. One widely
used method is Microsoft’s STRIDE, a framework that helps identify potential security weaknesses in systems
[123]. STRIDE organizes threats into categories such as Spoo#ng, Tampering, and Denial of Service, making it a
useful tool for early risk identi#cation. However, it may not fully capture the fast-changing nature of IoV threats,
meaning it must be regularly updated to remain relevant. Its key impact is its ability to provide a structured
approach to identifying risks, though it needs to be adapted as new threats evolve.

In terms of attack modeling, both graph-based methods and mathematical modeling are commonly used.
Graph-based approaches provide visual representations that clarify the relationships between system components,
helping to detect potential vulnerabilities. However, as IoV networks grow in size and complexity, these methods
may become harder to scale. Despite this, they are still valuable tools for visualizing attack paths, even if they
require signi#cant computational resources.

Petri nets are another useful modeling approach, particularly for larger cyber-physical systems like smart
grids [17]. These models are $exible and adaptable to various IoV scenarios. However, they can be complex to
use in real-time environments where immediate analysis is required. Petri nets are highly e"ective in mapping
out complex systems but may struggle to provide quick responses in rapidly changing situations.

Mathematical models o"er a detailed way to address IoV security challenges by representing systems as
time-variant or time-invariant linear systems. These models can capture network attacks, such as deception or
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Table 3. Summary and Comparison of Proactive Strategies

Strategy Description Key Features
Threat
Modeling

- Utilizes Microsoft’s STRIDE technique for analyzing.
- Employs graph-based and mathematical modeling.
- Utilizes static and dynamic graph-based techniques
for visual representations.
- Utilizes Petri net modeling for versatile attack model-
ing.

- O"ers insights into security weaknesses.
- Provides nuanced understanding of attack landscape.
- Enhances comprehensibility of attack modeling.
- Versatile method for modeling attacks.
- Utilizes both static and dynamic graph-based techniques.

Intrusion
Detection

- Functions as an additional layer of network security.
- Gathers and analyzes data to identify deviations from
security protocols or potential attacks.
-Methods include signature-based, anomaly-based, and
hybrid approaches.

- Real-time monitoring of in-car network data.
- High accuracy in detecting attacks with low latency.
- Utilizes machine learning algorithms for enhanced detection.
- Employs innovative identi#cation of sending ECUs.
- O"ers signi#cant reduction in hardware costs.

Secure
Routing
Protocol

- Developed to defend against various cyber threats in
routing.
- Includes protocols like SAODV, Ariadne, and SRP.
- Utilizes digital signatures, hash functions, and mes-
sage authentication codes for security.
- O"ers anonymity and safeguards against DoS threats.

- Prioritizes authenticity and integrity of routing messages.
- Enhances security through digital signatures and hash func-
tions.
- O"ers anonymity through multiple fake routes.
- Implements secure links between nodes.
- Utilizes specialized headers and message authentication codes.

Proper Key
Management

- Focuses on upholding keys throughout their life-
cycle.
- Includes key generation, distribution, transmission,
preservation, destruction, and backup.
- Utilizes innovative enhancements like Di!e-Hellman
secret keys and group signatures.

- Utilizes Di!e-Hellman secret keys for enhanced security.
- Employs group signatures for e!cient key distribution.
- Addr. computational overhead with cooperative authentica-
tion.
- Enhances security through group signature implementation.
- Utilizes block-chain for key management.

Trust
Management

- Evaluates vehicle standing based on historical behav-
ior data and neighboring vehicles’ sentiments.
- Encourages positive reinforcement and enforces con-
sequences for misbehavior.
- Includes the techniques of both centralized and de-
centralized trust management schemes.

- Collaboratively maintains vehicle trust values.
- Integrates shards for workload optimization.
- Utilizes smart contracts for decentralized trust management.
- Uses context and outlier techniques for identi#cation.
- Implements mutual auth for secure communication.
- Utilizes block-chain for mutual auth. and trust management.

denial of service attacks, by showing how these disruptions act as external control inputs [94, 95]. While highly
accurate, these models can be di!cult to implement in real-time IoV systems, as they often require precise data
and can be computationally demanding. Despite these challenges, they provide valuable insights into how attacks
a"ect system stability, though they may not be practical for resource-limited IoV environments.

In some cases, adversaries in IoV systems are treated as uncertain factors in the system’s model, helping to
predict how attacks will disrupt operations over time [75]. This approach is bene#cial for analyzing complex
environments but may struggle to re$ect the immediate impacts of fast-evolving cyber attacks that can cause
signi#cant disruptions across di"erent parts of the IoV system.

6.2 Proactive Strategies

6.2.1 Deploying Intrusion Detection System. An Intrusion Detection System (IDS) is essential for strengthening
network security, providing an additional layer of protection against internal and external threats. IDSs monitor
and analyze data within network systems to identify deviations from normal behavior or signs of potential attacks,
enhancing overall security. Intrusion detection methods can be categorized as signature-based, anomaly-based,
or hybrid systems [124].
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In the context of the Internet of Vehicles (IoV), [108] introduced an IDS utilizing Convolutional Neural Networks
(CNN) that operates e!ciently on low-powered vehicle systems, allowing for real-time monitoring of network
tra!c. The system addresses packet encryption challenges by focusing on packet headers, achieving high accuracy
in detecting attacks with minimal latency, even in resource-limited environments. Future improvements aim to
enhance detection mechanisms for encrypted tra!c, enabling more thorough analysis of encrypted IoV data.

Additionally, [61] developed RAIDS, an intrusion detection system for autonomous vehicles that uses light-
weight neural networks to process sensory data, such as images and sensor readings, to validate the authenticity
of CAN bus frames. By comparing actual CAN frames with expected patterns based on road conditions, RAIDS
e"ectively identi#es anomalies. Tested on a Raspberry Pi, the system demonstrated up to 99.9% accuracy and
faster detection than traditional methods, with its main strength being the integration of road context to improve
security.

Another advancement is presented in [170], which introduced the Gradient Descent with Momentum (GDM)
algorithm and its enhanced version, GDM/AG. This method showed quicker convergence rates for detecting
anomalies in vehicle data, with detection times at the millisecond level. It also demonstrated the ability to identify
unknown attacks, achieving accuracy rates between 97% and 98%..

Scission, an innovative IDS, was designed to revolutionize the identi#cation of sending ECUs within CAN
frames [72]. Fingerprints were extracted from CAN frames, utilizing the physical characteristics of analog values
to validate the legitimacy of the sender ECU. This unique approach not only ensured the identi#cation of authentic
ECUs but also empowered the system to detect attacks from un-monitored and additional devices. The robust
design of Scission was evident in its evaluation on two series production cars and a prototype setup, achieving
an impressive average probability of 99.85% in identifying the sender. Notably, the system demonstrates its
resilience by preventing all false positives, a testament to its reliability. In comparison to prior approaches,
Scission boasts signi#cant reductions in hardware costs while concurrently elevating identi#cation rates. There
exists a signi#cant amount of IDS based on di"erent Machine Learning algorithms. As Table 4 shows, these IDS’s
enables the vehicular environment to detect attacks following di"erent detection strategies .

6.2.2 Adopting Secure Routing Protocol. Innovative security routing protocols have been developed to defend
against various cyber threats, including route modi#cation, denial of service, eavesdropping, counterfeiting, and
black hole attacks. These protocols, derived from traditional routing protocols, not only perform regular routing
functions but also o"er robust protection against common routing attacks. Among the widely recognized security
routing protocols are SAODV, Ariadne, and SRP. These protocols stand out for their e"ectiveness in maintaining
normal routing operations while e"ectively thwarting potential security breaches.

SAODV, the Secure Ad Hoc On-Demand Distance Vector protocol, functions as an extension of AODV,
emphasizing the authenticity and integrity of routing messages [167]. Its objective is to prevent unauthorized
alterations to the hop count value. The SAODV protocol employs robust security measures to safeguard routing
integrity. It employs digital signatures and a one-way hash function to authenticate multiple #elds, including the
hop count, in routing messages [50]. Digital signatures are created for the key #eld in the route request packet
to prevent unauthorized modi#cations by intermediate nodes. Additionally, hop counts are computed using a
hash function, ensuring protection against tampering by malicious nodes and the dissemination of false hop
information. Anonymous Routing Protocol with Multiple Routes (ARMR), enhances anonymity by simultaneously
creating multiple fake routes to confuse potential attackers. Through a simulation comparison with the AODV
protocol, the study [30] demonstrated that ARMR o"ers superior reliability in requested itineraries across all
scenarios, accompanied by satisfactory processing times.
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Table 4. IDS based on di!erent Machine Learning Techniques For A"ack Detection

ML Techniques Learning Model Mechanism of Detection Detected Attacks Authors

Hidden Markov
Model

Hidden Markove Univeriable
and Multivariebles CANID

Deviation of signals from
behavior sequence

Multiple and
Single injection Attack [101]

Hidden Markov and Regression
Model

Online learning and from
dataset o%ine learning Noise Attack [78]

Support Vector
Machine

Improved one-class SVM
with Multi-variable

Divergence from Enhanced
One-Class SVM

Signal and Error
faults [142]

SVM with modi#ed BAT SVM Algorithm(One-class) DoS and Injection
Attack [7]

Neural Networks
DBN Conventional Neural Network Message Injection

Attack [134]

RNN with LSTM Deviation from RNN model Injection and DoS
Attack [142]

CNN Change in model pattern Injection Attack [63]

Decision Trees Regression Decision Tree with
(GBDT) Entropy

Alteration in entropy of CAN
tra!c

DoS and Injection
Attack [145]

Nearest Neighbor
Classi#er

Fuzzy Classi#cation and NN Checking each data-payload
bytes

DoS,Fuzzing and Injection
Attack [88]

Euclidean Distance and Nearest
Neighbor Algorithm

Change in broadcast data
payload Fuzzing Attack [147]

Bayesian
Network

Estimation on BN networks State prediction based on
previous behavior Malicious Activity [1]

The Secure Routing Protocol (SRP) operates on the principle of establishing a secure link between source
and destination nodes through shared keys. Within this ad hoc routing framework, the SRP protocol enhances
security by appending a specialized header to routing messages [112]. The header contains vital elements such as
identi#cation symbols, the request sequence number, and a message authentication code (MAC). Generated using
the shared secret of the involved nodes, the MAC ensures the reliability of the end nodes. To prevent routing replay
attacks, the protocol employs the request sequence number to distinguish new routing instances. Furthermore,
the SRP protocol addresses denial-of-service threats by limiting request frequency, thereby bolstering the security
of the destination node.

The study [40] presented the VRU routing protocol, a cutting-edge solution developed to optimize the routing
process and enhance malicious vehicle detection in vehicular ad hoc networks (VANETs), using Unmanned Aerial
Vehicles (UAVs) as key enablers. VRU e"ectively addresses the challenges posed by rapid topology changes
and high mobility within urban VANET settings by facilitating UAV-assisted communications. It combines two
routing strategies: VRU_vu for vehicle-to-UAV interactions and VRU_u for UAV-to-UAV connections, both of
which leverage the Ant Colony Optimization (ACO) algorithm to enhance network performance. This includes
increases in packet delivery ratios, and reductions in end-to-end delays and network overhead. The protocol also
implements a trust-based mechanism for identifying and addressing security threats, signi#cantly boosting the
detection rates of malicious entities. Simulation tests con#rm that VRU outperforms existing protocols in urban
environments, o"ering promising avenues for future adaptations to other contexts and the incorporation of more
robust security frameworks against UAV vulnerabilities.

The research [133] introduce an innovative approach by integrating a security-focused mobility prediction
algorithm with a routing decision process. The fusion aims to strategically select the next relay node, ensuring
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the safeguarding of social attributes involved in communication interactions. The primary objective is to address
concerns related to the con#dentiality of site and identity information. The proposed solution involves the
implementation of a crypto-system with a balanced resource consumption and the introduction of rewards for
nodes exhibiting cooperative behavior. This system encourages nodes to actively participate in the opportunistic
message transmission process.

While these protocols are e"ective, they have certain limitations. For example, SAODV can introduce cryp-
tographic overhead, which may a"ect performance in environments with limited resources. ARMR, with its
emphasis on anonymity, might increase routing complexity and lead to delays. Although VRU shows signi#cant
improvements in urban VANETs, future research should focus on addressing vulnerabilities related to UAVs and
expanding the protocol’s adaptability to other scenarios. Additionally, the mobility prediction-based approach
enhances privacy but could encounter scalability challenges as the network size and mobility grow.

6.2.3 Secure Key Management. The aim of key management is to ensure the security of cryptographic keys,
emphasizing authenticity and validity. This involves a comprehensive process, including key generation, proper
preservation, secure distribution, reliable transmission, systematic backup, and secure distribution. The intricate
nature of key management ensures that cryptographic systems maintain the integrity and e"ectiveness of their
keys throughout their life-cycle. In conventional network architectures, the allocation and administration of
cryptographic keys typically fall under the entities such as the Key Distribution Center (KDC) or Certi#cate
Authentication Center (CA) [69].

An innovative enhancement was proposed to bolster the security of the GPSR protocol by integrating Di!e-
Hellman secret keys between adjacent vehicles during a jump [37]. This novel approach relies on the exchange
of beacon messages, pivotal for constructing neighbor tables in the GPSR protocol. Notably, the enhancement
involves the utilization of two beacon packets instead of one, with the goal of enhancing the construction of
neighbor tables and facilitating the retrieval of symmetric secret keys. This initiative aims to fortify the overall
security of the GPSR protocol.

A distinctive approach grounded in the concept of group signatures [51]. In this framework, individual RSU
function as key distributors for their respective groups, with group members contributing their signatures to
collectively form the group key. This innovative strategy not only detects compromised RSUs and maliciously
connected vehicles but also addresses the computational overhead inherent in group signature implementation.
To alleviate this challenge, the researchers propose a cooperative message authentication protocol. This protocol
streamlines computational processes by requiring each vehicle to verify only a minimal set of messages, optimizing
overall system e!ciency.

The research [82] introduces IoVCom, a secure and energy-e!cient communication protocol tailored for
the Internet of Vehicles (IoV) architecture, which combines vehicular ad-hoc networks (VANETs) with the
Internet of Things (IoT). IoVCom facilitates #ve key communication types—vehicle-to-vehicle (V2V), vehicle-to-
roadside (V2R), vehicle-to-sensor (V2S), vehicle-to-mobile (V2M), and vehicle-to-infrastructure (V2I)—enabling
seamless data exchange between vehicles and nearby IoT devices in smart city settings. By using one-way hash
functions and elliptic curve cryptography (ECC), the protocol ensures secure data transmission and mutual
authentication while defending against security threats such as Sybil, man-in-the-middle, and replay attacks.
IoVCom also demonstrates better performance in terms of execution time, energy e!ciency, storage requirements,
and communication overhead, making it a practical solution for IoV-based smart city applications.

6.2.4 Proper Trust Management and Authentication. In IoV, e"ective trust management stands as a linchpin for
system reliability. This intricate process evaluates a vehicle’s standing by incorporating historical behavior data
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and neighboring vehicles’ sentiments toward broadcasted event messages. The trust management framework
goes beyond mere evaluation, fostering a culture of positive reinforcement. Vehicles demonstrating commendable
behavior receive elevated trust scores, unlocking bene#ts within the IoV ecosystem. Conversely, stringent
consequences await those deviating from accepted norms, including a step-wise reduction in trust scores and, in
severe instances, trust revocation upon surpassing prede#ned misbehavior thresholds. This nuanced approach
not only safeguards against malicious activities but also cultivates a resilient IoV environment, steadily elevating
the collective trust levels across the network. Trust management strategies are typically categorized as either
centralized or decentralized approaches.

A trust management scheme with decentralized approach for the IoV was introduced by authors in [131]. The
research focuses on the edge, speci#cally at RSUs. RSUs collaboratively maintain vehicle trust values, ensuring
regular updates, reliability, and consistency. A standout feature is the integration of shards, strategically lightening
the workload on the primary block-chain. This not only optimizes e!ciency but also showcases a thoughtful
design to maintain system responsiveness. Implemented on the ethereum block-chain, the strategy proves its
resolution through the use of smart contracts. This practical demonstration underscores the feasibility and
strength of the decentralized trust management paradigm. Misbehavior detection and local checks are not
explored by this work. More advanced work integrating these aspects and addressing privacy concerns may be
explored.

This study [119] introduces an innovative Context Aware Trust Management Framework (CTMF), elevating
IoV security through dynamic adaptations and context awareness—a feature notably absent in prior solutions. The
models presented not only available information but also employed a distinctive outlier technique for identifying
malicious vehicles within the network. A comparative analysis against leading models demonstrated its superior
performance, establishing the framework as a front-runner in IoV security. Anticipated to o"er comprehensive
support, this trust management paradigm sets a new standard in safeguarding the integrity of IoV ecosystem.

The IoV protocol emphasizes mutual authentication between entities, ensuring a robust veri#cation process.
Its core objective is to pro#ciently acquire and validate signi#cant messages, establishing a secure and reliable
communication framework within the Internet of Vehicles. Research on the multi-TA model with block-chain for a
cutting-edge mutual authentication and key agreement scheme was implemented by authors in [172]. Tailored for
vehicle-to-service communication, it optimizes e!ciency using lightweight operations. The decentralized storage
system enhances security by mitigating risks associated with centralized storage, marking a pioneering stride in
IoV security and practicality. The protocol [150] stands out as a beacon for lightweight mutual authentication,
ensuring swift establishment of secret keys critical for V2V and V2S communications. Prioritizing e!ciency, our
protocol excels in computation cost and execution time, surpassing competitors in the #eld. This accomplishment
attributed to the strategic utilization of hash functions and XOR operations, showcasing a thoughtful and e!cient
approach in meeting the dynamic demands of entities within the IoV. The innovative CyberChain framework,
blending block-chain and cybertwin tech, revolutionizes authentication in dynamic IoVs featured a P4C algorithm
for privacy and e!ciency, along with a DPBFT consensus mechanism to drastically reduces authentication delays
[15]. Simulations demonstrated a 50% cut in caching costs compared to traditional block-chain, maintaining
robust security. The P4C algorithm further trims authentication latency and overhead for CRVs and ESs. This
compact yet powerful approach sets a new standard in secure and e!cient IoV authentication.

A novel key distribution mechanism, node joining protocol, and vehicle identity authentication process was
introduced in the research [153]. By harnessing blockchain’s ledger technology, the work rede#ne how nodes join
the network and employ advanced consensus mechanisms for robust identity authentication. Experimental results
underscore the e"ectiveness of the enhanced authentication scheme, providing a formidable defense against
malicious attacks within the Internet of Vehicles. A cutting-edge vision-based authentication and localization
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scheme for autonomous vehicles pioneering the fusion of localization, authentication, and utilizing visual nonce
as proof of RF message transmission was explored in [4]. The research doesn’t just identify vulnerabilities; it
o"ers robust mitigation approaches tailored for each identi#ed weakness. This innovative approach marks a
signi#cant contribution to securing the autonomous vehicle technology.

In the evolving environment of IoV security, the deployment of sophisticated proactive strategies provides a
targeted response to the array of cybersecurity threats facing vehicular networks. The principal advantage of these
methods is their robust capability to adapt to the complex and variable conditions characteristic of IoV systems.
For example, Intrusion Detection Systems (IDS), including those based on Convolutional Neural Networks (CNNs),
excel in providing prompt and precise threat detection, which is vital for preserving network integrity. However,
their reliance on substantial computational resources can be a limiting factor in environments with constrained
hardware capacities. Secure Routing Protocols, such as SAODV, strengthen communication authenticity and
safeguard against common cyber attacks like route tampering and service denials. Nonetheless, their performance
may diminish in environments with extreme mobility or dense networks, where frequent changes can outstrip
the protocols’ corrective capabilities. Meanwhile, decentralized Trust Management Frameworks enhance network
resilience by incentivizing conforming behaviors and sanctioning deviations, making them particularly e"ective
in scenarios that bene#t from community-driven security enforcement. These frameworks leverage aggregated
behavioral data to reinforce security dynamically. Each defense mechanism introduces unique bene#ts and faces
speci#c challenges, necessitating tailored implementation strategies that match the distinct security needs and
operational conditions of various IoV contexts. Continuous improvement and adaptation of these defenses are
essential to cope with evolving threats and to accommodate new technological developments within the IoV
domain.

6.3 Real-world Deployment Challenges and Solutions

In real-world scenarios, IoV security approaches face various challenges due to variations in vehicle technology,
di"erences in regional security regulations, and practical limitations. Vehicles di"er widely in hardware and
software capabilities, with older models often lacking the advanced security features of newer ones. This
technological diversity complicates the deployment of advanced security measures, particularly when older
vehicles can’t handle resource-intensive cryptographic protocols. Proposed solutions include designing security
systems that are backward-compatible and using lightweight cryptography or edge computing to reduce the
computational burden on vehicles. Another major challenge arises from the need to comply with di"erent regional
security regulations. For example, Europe’s GDPR demands stricter data privacy measures than many other
regions, while U.S. regulations on vehicle communication are still evolving. This has led to the development
of $exible security architectures that can adapt to regional laws and dynamic geofencing systems that adjust
security settings based on location.

Additionally, establishing trust in highly dynamic, ad-hoc vehicle networks is complex. IoV environments, espe-
cially in urban settings, involve a constant $ux of vehicles, making authentication and trust management di!cult.
Blockchain and group-based authentication systems are being explored as potential solutions to decentralize
trust and speed up authentication. Furthermore, latency is a critical concern in safety-related communications,
where delays introduced by security protocols can endanger lives. Optimized cryptographic protocols and
pre-authentication mechanisms aim to reduce such latency while maintaining security.

In real-world scenarios, it is necessary to maintain ongoing performance and security in large-scale IoV
networks, the following steps are recommended: (1) Employ AI-driven IDS and machine learning models that
continuously learn from new threats, enabling them to quickly adapt to emerging cyber risks. (2) Ensure regular
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updates of software and security protocols to #x vulnerabilities in IoV hardware and software systems. (3) Use
scalable frameworks like blockchain to protect data integrity and accommodate network growth. (4) Implement
continuous network surveillance using advanced analytics to detect suspicious activities and schedule regular
security audits to assess system health. (5) Collaboration with Stakeholders: Work closely with manufacturers,
network providers, and regulators to align security standards with changing infrastructure and emerging threats.
These measures help address evolving threats and ensure robust security in IoV networks.

This section has shed light on how proactive strategies must be considered crucial for improving the security
of IoV. Basically, IoV will be more secure and robust by understanding the threat model, deploying intrusion
detection systems, adopting secure routing protocols, implementing secure key management, and ensuring
proper trust management and authentication. In fact, all these proactive strategies complement the reactive
countermeasures discussed in Section 5 as a comprehensive security framework for IoV systems. However,
it should be realized that the IoV security continuously changes and therefore requires continuous research
and development into new proactive measures if these challenges are to be overcome. Combined, reactive and
proactive approaches provide safety and reliability in IoV operation for future transportation.

7 Open#estions and Future Directions

IoV is a rapidly evolving #eld that integrates vehicles into complex, networked ecosystems, with vast poten-
tial to revolutionize transportation systems. While signi#cant progress has been made in understanding and
addressing IoV security challenges, many open questions and future research directions remain that are critical
for enabling secure, resilient, and trustworthy IoV ecosystems. This section outlines these gaps and provides
detailed opportunities for advancing IoV security research and practice.

7.1 Open#estions

Identifying open questions in IoV security is crucial for understanding the fundamental gaps that still hinder the
development of secure and resilient vehicular networks. These questions re$ect the evolving IoV and emphasize
the need for dynamic, adaptive, and context-aware solutions that can address both current and future security
challenges.

• Sophisticated Threat Modeling: How can we develop dynamic, context-aware, and multi-dimensional
threat models that accurately capture evolving attack vectors across heterogeneous IoV environments?
Existing models often focus on static or isolated threats and fail to capture the dynamic, coordinated nature
of modern attacks, such as multi-stage or cross-layer attacks targeting both in-vehicle systems and V2X
communication channels. Addressing this challenge requires innovative modeling techniques that can
continuously adapt to changing conditions, integrate real-time threat intelligence, and support predictive
analysis of emerging threats.

• Scalability of Security Mechanisms: As IoV systems grow in scale and complexity, what types of
scalable security mechanisms can ensure robust protection without degrading system performance and
user experience? Current solutions are often designed for smaller-scale environments and may not perform
well when extended to city-wide deployments with thousands or more of interconnected vehicles and road
infrastructure components. Research is needed to design lightweight, distributed, and self-adaptive security
frameworks that can maintain high protection levels even under heavy network loads and heterogeneous
device ecosystems.
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• Low-Latency and Real-Time Security: How can we ensure ultra-low-latency, real-time threat detection,
and response in IoV systems where timely decision-making is critical for safety? Connected and autonomous
vehicles rely on rapid communications to make split-second decisions, and any delay in security mechanisms
may compromise safety. Future research should focus on real-time anomaly detection, secure low-latency
communication protocols, and e!cient cryptographic solutions that ensure immediate threat mitigation
without compromising communication speed.

• Standardization and Interoperability:What comprehensive frameworks and international standards
can be established to ensure consistent security practices across diverse manufacturers, geographic regions,
and regulatory bodies? The lack of uni#ed security standards limits interoperability and collaborative threat
response across IoV ecosystems. Future work should address cross-vendor standardization of authentication,
data sharing, and communication protocols while balancing regulatory compliance and innovation.

• Privacy-Preserving Solutions: How can IoV systems ensure user privacy protection, including sensitive
driving behaviors and location data, without introducing excessive computational overhead? Although
methods like di"erential privacy and homomorphic encryption o"er theoretical guarantees, practical,
scalable, and low-latency implementations in IoV remain underdeveloped. Further research is required
to design privacy-preserving solutions tailored for vehicular networks that maintain privacy without
sacri#cing performance or user experience.

• Edge Computing Security: As IoV increasingly relies on edge computing for real-time data processing,
what new vulnerabilities emerge, and how can they be mitigated? Edge nodes closer to vehicles are
exposed to physical and cyber attacks, including malware injection and tampering. Research must explore
lightweight, decentralized security frameworks that can secure edge resources while preserving the low-
latency bene#ts of edge computing.

• Human Factors in IoV Security: How do driver behaviors, passenger interactions, and operator decisions
impact the security posture of IoV systems? Human errors, social engineering, and improper system
con#gurations are often overlooked in IoV security models. Future research should explore behavioral
aspects, user-centric security designs, and educational programs to address human-related vulnerabilities.

7.2 Future Directions

Addressing the open questions outlined above requires forward-looking research and innovative solutions that
can keep pace with the rapid development of IoV technologies. This subsection highlights key future directions
that aim to bridge current gaps and support the evolution of secure, scalable, and human-centric IoV ecosystems.

• Advanced Threat Modeling: Future research should develop AI-augmented, context-aware, and continu-
ously evolving threat models capable of identifying novel and coordinated attack patterns. By leveraging
deep learning, graph-based analysis, and real-time threat intelligence, IoV systems can proactively anticipate
and defend against sophisticated attacks.

• Scalable and Distributed Security Architectures: Future work should design distributed security
frameworks based on blockchain, decentralized identity management, and collaborative AI models to
ensure robust protection in large-scale IoV deployments. These solutions should balance security strength
with minimal impact on system performance, supporting seamless interoperability among diverse IoV
components.

• Ultra-Low-Latency Intrusion Detection and Mitigation: Developing real-time security mechanisms
capable of detecting and mitigating threats within milliseconds is crucial. Research should focus on
high-speed anomaly detection algorithms, secure vehicular communication protocols, and cryptographic
techniques optimized for vehicular latency constraints.
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• Uni!ed Standards and Regulatory Collaboration: Establishing global security standards and regulatory
frameworks for IoV is essential. Researchers, industry stakeholders, and policymakers should collaborate to
develop standardized protocols for secure communication, data sharing, and coordinated threat responses
while ensuring compliance with privacy laws and safety regulations.

• Advanced Privacy-Preserving Techniques: Future research should explore scalable privacy-preserving
technologies like federated learning, di"erential privacy, and zero-knowledge proofs tailored for vehicular
environments. These methods should enable secure data sharing for tra!c management and autonomous
driving without compromising user privacy.

• Edge and Cloud Security Synergy: Ensuring seamless integration and security of edge and cloud
infrastructures is critical. Future work should address secure edge-cloud coordination, distributed trust
management, secure data aggregation, and resilient edge node security to protect decentralized processing
environments.

• Human-Centric Security and Usability: Designing security mechanisms that account for human factors,
including driver behaviors and usability, is vital. Research should investigate user-friendly security inter-
faces, adaptive authentication, and training programs that reduce the risk of human-induced vulnerabilities.

• Quantum-Resistant Cryptographic Protocols: Preparing IoV for quantum-era threats requires light-
weight, quantum-resistant encryption suitable for constrained vehicular devices. Future work should
explore integrating post-quantum cryptographic schemes into IoV architectures without impacting latency
and performance.

• Comparative Evaluation of Security Solutions: Conducting extensive comparative analyses of existing
and emerging IoV security mechanisms, including practical deployment case studies, is crucial. Such
evaluations will help identify the most e"ective solutions and promote best practices in IoV security
governance.

8 Conclusions

This research presents a comprehensive analysis of IoV security by examining its fundamental components and
systematically categorizing attack surfaces into inside-vehicle and outside-vehicle domains, o"ering clear insights
into where vulnerabilities may arise. It also provides an extensive review of defense mechanisms against both
physical tampering and cyber attacks, including threat modeling, intrusion detection systems, secure routing,
key management, and trust management, aiming to o"er a multi-layered security perspective. Furthermore, this
study emphasizes the importance of proactive and adaptive security strategies, such as continuous monitoring
and dynamic defense mechanisms, to address both existing and emerging threats. By identifying gaps and
limitations in current research and proposing comprehensive solutions, this survey serves as a valuable reference
for designing secure and resilient IoV systems. Finally, the study underscores that achieving e"ective IoV security
requires a holistic approach, combining technical innovations, policy enforcement, regulatory measures, and
ongoing research e"orts. As IoV continues to evolve within the broader #eld of intelligent transportation, the
insights and recommendations provided here o"er critical guidance for advancing secure and trustworthy IoV
ecosystems in an increasingly connected world.
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